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OITPEJEJIEHUS

B Hacrosmem JOKyMEHTE UCHOJB3YIOTCS CIHEAYIOIIUE TEPMUHBI H KX

OTIpe/ICTICHHUS.

ABTOMaTI/I3I/Ip0BaHHaH CucreMa — CHUCTEMa, COCTOdIIas M3 II€pCOoHAlIla U
KOMILJICKCAa CpCACTB AdBTOMaTHU3all1H cro ACATCIIBHOCTH, peain3yroniasa

MH(OPMALIMOHHYIO TEXHOJOTHIO BBHIITOJTHEHUS YCTAHOBIEHHBIX (DYHKLIUM.

AyTeHTI/l(l)I/IKaIII/IH oTHnpaBuTe/JaAd AAHHBIX — IIOATBCPXKIACHUE TOIr0, UYTO

OTIIPAaBUTCIIb ITIOJIYUYCHHBIX JTAHHBIX COOTBCTCTBYCT 3asBJICHHOMY.

be3onacHocTh MEPCOHAJIBbHBIX JAHHBIX — COCTOSHHE  3alIUIICHHOCTH
IICPCOHAJIBHBIX JaHHBIX, XapaKTCpUu3lyemoc CIIOCOOHOCTBIO HOHB3OB3TCJ'ICI>1,
TCXHHUYCCKHX CpCaACTB u HH(bOpMaI_II/IOHHBIX TEXHOJIOTUM 00eCIICYNTh
KOH(l)I/II[eHHI/IaJ'IBHOCTB, HEJIOCTHOCTb U JOCTYIIHOCTD IIEPCOHAJIbHBIX AAHHBIX ITPHU HUX

00paboTke B UH(POPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JTAHHBIX.

buomerpuyeckue  mnepcoHajibHble  JaHHBbIE —  CBEICHUS,  KOTOpBIC
XapaKTepU3yIoT (HU3MOJOTUYECKHE OCOOCHHOCTH YEIOBEKAa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBUTH €r0 JIMYHOCTD, BKJItoUas (pororpaduu, oTnevarku naibleB, oopas

CETYATKH IJ1a3a, 0COOCHHOCTH CTPOEHUS TeJa U JPYTYI0 NOAOOHYI0 MH(OPMALIHIO.

BiokupoBaHue nepcoHAJBHBIX JAHHBIX — BPEMEHHOE TpeKpalleHue coopa,
CUCTEMAaTU3allMH, HAKOILJICHUSI, MCIOJIb30BAHUS, PACIPOCTPAHECHUS, MEPCOHATBHBIX

HJaHHBIX, B TOM YHCJIC UX IICPCaAAIH.

Bupyc (KoMnbHOTEpHBIH, NPOrPAMMHBIN) — MCHOJHIEMBIA IPOTrPaMMHBIN
KO/l WJIM WHTEPHPETUPYEMbli HAa0Op WHCTPYKIMH, oO0Jajaroluii CBOWCTBAMU
HECAHKIIMOHUPOBAHHOTO PACIPOCTPAHEHUS MU camoBocIpou3BeneHus. Co3naHHbIE
TyONUKaThl KOMITBIOTEPHOTO BHUpPyCa HE BCErJa COBMAJAIOT C OPUTHHAIOM, HO
COXPaHSIOT CIIOCOOHOCTh K JaJIbHENIIEMY pacupoOCTPaHEHUIO 51

CaMOBOCIIPON3BCACHHUIO.



Bpenonocnass  mporpamMma —  mporpaMma, — [OpeJHa3HaYeHHas Ui
OCYILIECTBJICHUS HECAHKIMOHUPOBAHHOIO JocTyna U (WiM) BO3ICHCTBUS Ha
MEPCOHANIbHBIE JTaHHBIE WM PECYpPChl MH(POPMAIMOHHOW CHUCTEMBI MEPCOHATBHBIX

JTAHHBIX.

BcnomorarejibHbIe TeXHMYECKHE cpeacrea M CHCTEMBI — TCXHHUYCCKHUC
CpCaACTBa U CUCTCMbI, HC IIPCIHA3HAUYCHHLIC I IICPCIavu, 06pa6OTKI/I U XpaHCHUA

INEPCOHAJIBHBIX JaHHBIX, YCTAHABJIMBACMBIC COBMCCTHO € TCXHHUYCCKUMU CPEACTBAMUA
H CUCTCMaMHU, IPCIAHASHAYCHHBIMU JIA O6pa6OTKI/I NNEPCOHAIBbHBIX AAaHHBIX HJIX B
ITIOMCIICHUAX, B KOTOPbIX YCTAHOBJICHBI I/IHq)OpMaHI/IOHHBIC CUCTCMBbI

IMCPCOHAJIBHBIX JAHHBIX.

JocTyn B oOnmepanuMoOHHYH cpeay KominbiTepa (MHGOPMALMOHHOU
CHCTEeMbI NMEPCOHAJBHBIX JAHHBIX) — MOJYYEHHE BO3MOXKHOCTH 3alycka Ha
BBITIOJTHEHUE IITATHBIX KOMaHJI, PYHKIHM, TPOLIEAYpP ONEPALIMOHHOW CUCTEMBbI
(YHHUUTOXXEHUS, KOMUPOBAHMS, MEPEMEIICHUSI U T.I.), UCIOJIHAEMBIX (PanaoB

IMPUKIIaAAHBIX ITPOTr'paMM.

JocTtyn K MH(GOPMAIUN — BO3MOKHOCTh MOJYYEHUs] UH(DOpPMAIIUU U €€

HCIIOJIB30OBaHUs.

3akiiaJlouHOe YCTPOICTBO — DJIEMEHT CpEJICTBA CheMa HH(opManuu,
CKPBITHO BHEIPSEMbIN (3aKIaAbIBAEMbIN WM BHOCHMBI) B MECTa BO3MOMXKHOTO
cbemMa wuHboOpManMu (B TOM UHCIE€ B OTpaxicHUE, KOHCTPYKIIHUIO,
o0opy/lIoBaHKE, TPEAMETHI UHTEPhEpa, TPAHCHIOPTHBIC CPEACTBA, a TAKKE B

TEXHUYECKHUE CPEJICTBA U CUCTEMbI 00pabOTKH MHGOPMALINH).

3ammmaemass uHpopmanus — uHbopmalus, SBISIOMIAICT MPEAMETOM
COOCTBEHHOCTH U TOJJIEXkalllas 3alllUTe B COOTBETCTBUU C TPEOOBAHUSIMU
MPABOBBIX JIOKYMEHTOB WIN TpeOOBaHMSIMHU, yCTaHABJIMBAEMbIMU

cOOCTBEHHHKOM MH(MOPMAIIUH.



Nnentudukanmsa — mpuCBOEHHE CyOBEKTaM M OOBEKTaM JOCTyTMa
unaeHTudukaropa M (Wiau) CpaBHEHHE NPEIBABIAEMOro HACHTHU(PUKATOPA C

MNEPCUYHEM ITPHUCBOCHHLBIX I/II[CHTI/I(I)I/IKaTOpOB.

NudopMaTUBHBIA CHUTHAJ — DJICKTPUYCCKHE CHUTHAIBI, aKyCTHYCCKHE,
AIIGKTPOMAarHuTHBIE W Jpyrue (U3UYECKHe IOJIsA, IO TapamMeTpaM KOTOPBIX
MOXXET OBITh pacKpbiTa KOHHUACHIMATbHAS WHMOpMaIus (IMepCoOHATbHBIC
JIaHHbBIE) oOpabarbiBacMas B HMH(GOPMAIIMOHHOW CHCTEME TEPCOHABHBIX

TAHHBIX.

Nudopmanmonnass cucremMa mnepcoHajabHbIX JAaHHbIXx (UCIIIH) —
UH(GOpPMALIMOHHAsA CUCTEMA, MPEACTABIIAIONIAs COOOM COBOKYIMHOCThH MEPCOHATBHBIX
JaHHBIX, COJEpKAIUXCS B 0a3e JaHHBIX, a TakXke WH(OPMALMOHHBIX TEXHOJOTUN U
TEXHUYECKUX  CPEJACTB, MO3BOJSIIOMIMX  OCYIIECTBISATH  OOpadOTKYy  TakuX
[EPCOHAJIBHBIX JAaHHBIX C HCIIOJb30BAaHUEM CpEACTB aBTOMAaTU3allMM WM 0e3

HCIIOJIb30BaAHUA TaKUX CPCIACTB.

NudpopmanuoHHbie TEXHOJOTHHM — MPOLIECCHI, METOMBI MOUCKa, cOopa,
XpaHeHus, o0pabOTKH, MPENOCTaBICHUS, PACHpPOCTpaHEeHUs] HHPOPMALMH U

CIOCOOBI OCYIIECTBICHUS TAKUX MTPOIIECCOB M METOJIOB.

Hcnoan3oBanue MEPCOHAJIBHBLIX NAaHHBIX — I[GﬁCTBH)I (onepauHH) C
IICPCOHAJIBHBIMU OJAaHHBIMH, COBCPINACMBIC OIICPATOPOM B LCIIAX IIPUHATHA pemeHHﬁ
HJIIM COBCPIICHUA HWHBIX I[CI\/'ICTBI/II\/'I, IMOPOKIAAIINNX HPUANYCCKHUE ITIOCICACTBUA B
OTHOIIICHUH CY6’bCKTa NEPCOHANIbHBIX JAHHBIX WJIN APYTIUX JINI] MO0 MHBIM O6p2130M
3aTparuBarOmnux IIpaBa H CBO60,IIBI CY6’I)€KT& MNCPCOHAJIbHBIX HNAHHBLIX HJIN APYTUX

JINIL.

HUcTounuk yrpo3sl 0e3omacHOCTH HHGoOpMaNMU — CyOBEKT JOCTyIa,
MarepuajgbHbId OOBEKT WM (DU3NUYECKOE SIBJICHUE, SBIISIIONIMECS MPUYUHOU

BO3HUKHOBEHUS YIPO3bl 6€301aCHOCTH MH(OPMAIIHUH.



KonTposupyemasi 30Ha — IpOCTPaHCTBO (TEppPUTOpHsA, 3JaHUE, YaCTh
3[IaHUs, [TOMENIEHUE), B KOTOPOM HMCKJIIOYEHO HEKOHTPOJUpyeMoe IpeObIBaHUE
MOCTOPOHHUX JIMIL, a TAaKXE€ TPAHCHOPTHBIX, TEXHUYECKUX U HHBIX

MaTepUalibHbIX CPEICTB.

KonduaeHuaabHOCThL NMEPCOHAIBHBIX AAHHBIX — 00s3aTeNIbHOE IS
COOJIIOZICHMS OTIEPATOPOM HIJIM MHBIM TMOJYYUBIIUM JOCTYN K MEPCOHATBHBIM
JaHHBIM JIMIIOM TpeOOBaHME HE MOMYyCKaTh MX pacinpocTpaHeHue 0e3 coriacus

CY6’I)€KT3 INEPCOHAJIIBHBIX JAHHBIX WJIW HAJIUYHA KWHOI'O 3aKOHHOI'O OCHOBAHUSI.

MexceTreBOM  3KpaH —  JIOKaJbHOE  (OAHOKOMIIOHEHTHOE)  WIIH
(GYHKITMOHATBHO-pACIIPECIICHHOE TporpaMMHOe  (TpOTrpaMMHO-aIIapaTHOE)
cpeAcTBO  (KOMIUIEKC), peaju3ylollee KOHTpPOJdb 3a  HMH(pOpMaIlue,
nocTynaroe B "HOOPMAIIMOHHYIO CUCTEMY MEPCOHANTBHBIX NAaHHBIX U (WJIH)

BBIXOAIIEH U3 HHOOPMAIIUOHHOM CUCTEMBI.

Hapymiurens 0e30MacHOCTH NEPCOHAJBbHBIX JTAHHBIX — (U3UYECKOE
JIMLO, CIYyYalHO WIM NPEAHAMEPEHHO COBEPIIAIOIIEE ICUCTBHS, CIECIACTBUEM
KOTOPBIX SIBJIAETCS HApYIIEHUE OE30MaCHOCTH MEPCOHAJIBHBIX JAHHBIX MPU UX
00pabOTKEe TEXHUYECKUMU CpEACTBAaMM B HMHGOPMAIMOHHBIX CHUCTEMax

INCPCOHAJIBHBIX JAHHBIX.

HeaBromaTn3npoBanHasi 00padoTKa NMepCOHAJbHBIX JAHHBIX — 00paboTKa
NEPCOHANBHBIX  JAaHHBIX, COAEpXKalUXCi B  HMHOOPMALMOHHOM  cHUCTEME
NEPCOHANBHBIX JIAHHBIX JIMOO W3BJICYCHHBIX U3 TAaKOW CHUCTEMbI, CUYHMTAETCS
OCYILIECTBIECHHON 0e3 HCIIOJIb30BAHUS CpPEACTB aBTOMAaTH3aLAH
(HEeaBTOMATU3UPOBAHHOM), €CIIU TaKUE JEUCTBHUS C MEPCOHAJIbHBIMU JTAHHBIMH, Kak
UCIIOJb30BAHUE, YTOUYHEHHE, PACIPOCTPAHECHHE, YHUUYTOKEHHE MEPCOHAJIBHBIX
JAaHHBIX B OTHOLIEHHHM KaXKJIOr0 U3 CyOBEKTOB MEPCOHAIBHBIX JIAHHBIX,

OCYHICCTBIIAIOTCS ITPHU HCIIOCPCACTBCHHOM YYAaCTHHU YCJIOBCKA.



HeneknapupoBaHHbie BO3MOKHOCTH — QYHKITMOHATBHBIE BOZMOKHOCTH
CPEACTB BBIYMUCIUTEILHOM TEXHUKH, HE OMUCAHHBIC UM HE COOTBETCTBYIOIIUE
OMUCAaHHBIM B JIOKYMEHTAllMM, MpPU MCIOJb30BAHUM KOTOPBIX BO3MOXKHO
HapylleHue  KOH(PUACHIMANbHOCTH, JOCTYNMHOCTH  WJIM  IIEJIOCTHOCTH

obOpabarsIiBaeMoil HHGOPMAITUH.

HecaHKIIMOHMPOBAHHBIN A0CTYI (HeCAHKIIMOHMPOBaAHHbIE
AedcTBUA) — JOCTyNl K wuHOpManuum uiaud JedcTBUs ¢ uH)OpMaiuen,
HapylIaIIMe MpaBuia pa3rpaHUYCHUs JOCTYIA C MCIOJIb30BAHUEM IITATHBIX
CPEACTB, MPENOCTABISIEMbIX WH(DOPMAIIMOHHBIMU CHUCTEMaMH IEPCOHAIBHBIX

JTAHHBIX.

Hocutenr wundopmanmuu — Qusnyeckoe WO WIH MaTepUATbHBIN
00BEKT, B TOM 4yHuCie (PU3nUecKoe moje, B KOTOpoM MHGOpPMAIIUS HAXOIUT CBOE
OTpaXCHHE B BHUJIE CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYCCKUX PCUICHUN |

MpoucCCoOB, KOJIMYCCTBCHHBIX XapPaKTCPUCTUK (1)I/IBI/ILICCKI/IX BCIIMYUH.

Obe3munBaHne NEPCOHANBHBIX JAHHBIX — JICUCTBUS, B pE3yJIbTaTE KOTOPHIX
HEBO3MOXKHO ONPEACIUTh MPUHANICKHOCTh MEPCOHAIBHBIX JTAHHBIX KOHKPETHOMY

CyOBEKTY EPCOHATBHBIX JIAHHBIX.

O0paGoTka mNEPCOHAJBHBIX JAHHBIX — JICUCTBUA (OmlEpaluu) C
MEPCOHAIBHBIMUA JTAHHBIMU, BKJIIOYasi COOp, CHUCTEMAaTH3aIHio, HAKOIUICHHE,
XpaHeHHe, YTOYHCHHEe  (OOHOBJICHHE, HW3MCHCHHE),  HCIOJIb30BaHHE,
pacrpocTpaHeHue (B TOM 4YHCJE Mepenady), 00e3IuyuBaHue, OJOKHPOBAHMUE,

YHHUYTOXCHUC IICPCOHAJIBHBIX TAaHHBIX.

OO0menocTynHbie NepcoHaIbHbIE JaHHbIE — [IEPCOHANIBHBIE JIaHHBIE, TOCTYII
HEOTPAaHWYEHHOTO0 Kpyra JHI[ K KOTOPBIM IMPEAOCTABIEH C comiacus cyObeKTa
NEPCOHANBHBIX JaHHBIX HJIM HA KOTOPBIE B COOTBETCTBUH C (peiepaibHBIMHU 3aKOHAMHU

HE pacrpocTpaHsieTcs TpeboBaHue COOOICHNS KOH(PUACHITMATLHOCTH.



Oneparop (mepcoHaJbHBIX JAaHHBIX) — TOCYAAPCTBEHHBIM  OpPTaH,
MYHUIIMTATBHBIA OpraH, I0pUInuecKoe Win (U3NUECcKOe JIMI0, OPraHU3YoIIee
U (WIM) OCYIIECTBISIONIEE OOpadOTKY TMEpPCOHANBHBIX JAHHBIX, a TaKXKe

OIIPCACIIAIOIINC HCIIN U COACPKAHNUC O6pa6OTKI/I MCPCOHAJIBHBIX JAHHBIX.

TexHuuyeckue cpeacrsa UHPOPMANHMOHHON CUCTEMbI MEPCOHAIBHbBIX
JAHHBIX —  CpEJACTBAa  BBIUMUCIUTEIBHOM  TEXHUKH,  HHGOPMAIIMOHHO-
BBIYMCIIUTENIbHBIE KOMIUIEKCHl U CETH, CPEICTBA U CUCTEMBI TIepeaayu, mpuemMa
u obpabotku II/In (cpeacTtBa M cHUCTEMBI 3BYKO3AIUMCH, 3BYKOYCHIICHHS,
3BYKOBOCTIDOM3BEICHHSI, TIEPETOBOPHBbIE M  TEJICBU3UOHHBIE YCTPOUCTBA,
CpElICTBA M3rOTOBJICHUS, TUPAKUPOBAHUS JOKYMEHTOB U JPYyrue TEXHUYECKUE
cpeacTBa oOpabOTKM pedeBoM, rpaduueckoi, BUIe0- U OyKBEHHO-IIMGPOBOI
uH(pOopMaIu), TPOrPaMMHBIE CPEJCTBA (OMEPAIIMOHHBIE CHUCTEMBI, CHUCTEMBbI
yopaBieHuss 0a3aMyd JaHHBIX W T.I.), CPEICTBAa 3aIUTHhl WHGOPMAIINH,

IMPUMCHACMBIC B I/IH(l)OpMaLII/IOHHBIX CUCTCMax.

IlepexBar (MH(poOpManuM) — HENPABOMEPHOE MOJIy4YeHUE HHPOpMALUU C
UCMOJIb30BAaHUEM TEXHUYECKOTO CPECTBA, OCYIIECTBISIOUIET0 OOHApYKEHUE, IPUEM

1 00paboTKy MH(DOPMATUBHBIX CUTHAJIOB.

IlepconanbHuble JaHHbIe — J00as  uwHQOpManus, OTHOCAMIAACT K
OTPENICICHHOMY WJIM  OMNpEJeIsieMOMY Ha OCHOBaHMM Takod uHGOpMaIuu
(dbu3myeckoMy JIMIY (CyOBEKTY MEePCOHAIBHBIX JAaHHBIX), B TOM YHCIE €ro (haMHIIHs,
UMsl, OTYECTBO, TOJI, MECAII, JaTa U MECTO POXKACHUSI, aJIpec, CEMENHOe, COIMATIBHOE,
MMYIIECTBEHHOE  TOJIOKEHHE, O00pa3zoBaHue, Tmpodeccus, JI0XONIbl, Jpyras

uHbopmarms.

IoGounbIe 3JIEKTPOMATHUTHDIE U3JIyYeHU s U HABOJAKH —
AIICKTPOMArHUTHBIE W3JIYYCHUS TEXHHUYECKUX CPEICTB OOpabOTKU 3aluinaeMon
nH(popMaIiK, BOSHUKAIOIIUE KaK TOOOYHOE SIBJICHUE U BBHI3BAHHBIE YJIEKTPUUECCKUMHU

CHUIrHaJlaMu, I[CIZCTB}GOH.[HMH B HUX OJOJICKTPHUYCCKUX M MAIHUTHBIX HCIIAX, a TAaKIKC



QJICKTPOMArouTHBIC HABOAKHW J3THX CHUIHAJIOB Ha  TOKOIIPOBOIAIIMUC JIMHUMH,

KOHCTPYKIHWH U LCTIN ITUTAHUA.

IHonmuTHKA «YMCTOrO CTOJIA» — KOMIUIEKC OPraHU3allMOHHBIX MEPONPUSITHUH,
KOHTPOJIUPYIOIIUX OTCYTCTBHE 3allUCHhIBAHUS Ha OyMa)KHbIE HOCHUTENIM KIIOUeh U

aTpuOyTOB A0CTyNa (MapoJieil) U XpaHEeHUs UX BOJIM3H OOBEKTOB JIOCTYMA.

IMoab30Baresb HWHMOPMANMOHHOW CHCTEMbI NEPCOHAJBHBIX JTAHHBIX —
JUI0, YydacTBywomiee B  (YHKIHMOHMPOBAHMM  HMH(MPOPMALIMOHHOW  CUCTEMBI

MNCPCOHAJIBHBIX TAHHBIX WJIN UCIIOJB3YIOIICC PC3YJIbTAThI €C (bYHKHI/IOHI/IPOBaHI/UI.

IIpaBuaa pa3rpaHuYeHus AOCTyNA — COBOKYITHOCTb paBuI,

perIaMeHTUPYIOLUX MpaBa JOCTyINa CyObEKTOB AOCTyNa K 00bEKTaM JIOCTyMa.

IIporpamMMHas 3aKjagKa — KOJ NPOrpaMMbl, TPEAHAMEPEHHO BHECEHHBIN B
MporpaMMy C IEJIbI0 OCYILECTBUTh YTEUKY, U3MEHHUTh, OJIOKHUPOBATh, YHUUYTOKUTH
MHpOpMALIMIO WM YHUUTOXHUTh W MOJIU(MUIIMPOBATH MPOrPaMMHOE OOECIEUCHUE
MH(POPMAIIMOHHON CHUCTEMBbl TEPCOHAIBHBIX JaHHBIX H (W) OJOKUPOBATH

arraparTrHbIC CPpEACTBA.

IIporpammHoe (mporpaMMHO-MaTeMaTH4eCKoe) BO3/elicTBHE —
HECAHKIIMOHUPOBAHHOE  BO3JCHCTBME  HAa  pecypchl  aBTOMAaTU3MPOBAHHOM
MH()OPMAIIMOHHONW CHUCTEMBI, OCYIIECTBISIEMOE C HCIIOJIb30BAaHUEM BPEIOHOCHBIX

IPOrpaMM.

PackpbiTHe mNEpPCOHAJBHBIX [aHHBIX — YMBIIUIGHHOE WKW CIy4ailHOe

HapyHmIcHnue KOH(bI/IILGHHI/IaJIBHOCTI/I MMCPCOHAJIBHBIX TAaHHbIX.

PaCHPOCTpaHeHI/Ie MEPCOHAJIBHBIX JAHHBIX — I[GﬁCTBHSI, HAIIPpaBJICHHBLIC Ha
nepeaadyy ICpCOHAIBbHBIX JaHHBIX  OIPCACICHHOMY Kpyry JHI (nepeﬂaqa
IICPCOHAJIBHBIX I[aHHBIX) HJIK Ha O3HAKOMJICHHUC C IICPCOHAJIBHBIMH JdHHBIMHU
HCOI'PaHUYCHHOI'O KpyTa JIMI, B TOM YUCJIC 06HapOI[OBaHI/IC INICPCOHAJIBHBIX JAaHHBIX B

CpelIcTBax  MaccoBOM  MH(pOpMalLMH,  pa3MEUleHue B HHPOPMALMOHHO-



TCIICKOMMYHUKAIIMOHHBIX CCTAX WM HNPCAOCTABICHUC OOCTyIIa K ICPCOHAIIbHBIM

JMAHHBIM KaKUM-JIH00 HHBIM CIIOCOOOM.

Pecypc uH(pOpMallMOHHOM CHCTEMbI — UMEHOBAaHHBIN 3JIEMEHT CUCTEMHOTO,
IIPUKJIATHOTO WIn anmnapaTHoro oOecrieyeHus (YHKIIMOHUPOBAHUS

UHPOPMATMOHHOWU CUCTEMBI.

CnenuajbHble KaTeropuu MNEPCOHAJIBHBIX JAAHHBIX — [I€PCOHAIbHBIC
JIAaHHbIE, KACAIOLIMUECS PACOBOM, HALMOHAIBHOW ITPUHAIJICKHOCTH, IMOJIUTHYECCKUX
B3IJISII0B, PEJIUTHO3HBIX WIH (UIOCOPCKUX YOESXKIECHUI, COCTOSHUSA 3I0POBbS U

MHTUMHOM KU3HU CY6’L€KTa MMCPCOHAJIbHBIX TAHHBIX.

CpencrBa BBIYHCJINTEIbHON TEXHUKH — COBOKYITHOCTH MPOrPaMMHBIX
U TEXHUYECKHX DJIEMEHTOB CHUCTEM O0pabOTKM JIaHHBIX, CIOCOOHBIX

(PYHKIMOHUPOBATh CAMOCTOSATEIBHO WM B COCTABE APYTHX CUCTEM.

Cy0bekT gocryna (Cy0beKT) — JIMIIO WIH MPOLECC, ACHUCTBUS KOTOPOTO

PErIIaMCHTHUPYIOTCS ITpaBUJIaMU pasrpaHruviCHuA JOCTYIIA.

TexHHYeCKMH KaHAJ YyTe4KH UH(POPMAIMU — COBOKYITHOCTb HOCHUTEIIS
nHpopmanu (cpencrBa oOpabOTKH), (U3UYECKOU CpeIbl PaCIpOCTPaHCHUS
MH(OPMATUBHOTO CHUTHaja M CPEICTB, KOTOPHIMH JOOBIBACTCS 3alluIliaeMast

uHdopmarus.

TpancrpanuyHass mepefaya  MNeEePCOHAJBHBIX JAHHBIX —  IIepejayda
IIEPCOHAIBHBIX JTaHHBIX omnepaTopoM 4depes3 ['ocynmapcrBenHyro rpanuny Poccuiickoi
@denepanuu  opraHy BJIAaCTH HMHOCTPAHHOIO TOCYIAapCTBa, (U3MUECKOMY WIIU

IOPUIUYECKOMY JIUIY HHOCTPAHHOTO TOCYIapCTBa.

Yrpo3pl 0€30MaCHOCTH TEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTB
yCIIOBUN U (PAaKTOPOB, CO3MIAIONIUX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM
YHCIIe CIy4ailHOTO, JOCTyNa K NEPCOHATBHBIM JIaHHBIM, PE3yJIbTaTOM KOTOPOTO

MOXCET CTaTb YHHUYTOXCHHC, MHN3MCHCHUC, 6J'IOKI/IpOBaHI/IC, KOIMUPOBAHHUC,



pacupoCTpaHEeHHUE IIEPCOHAIBHBIX JaHHBIX, a TaKKe UHBIX
HECAHKIMOHMPOBAHHBIX JEHUCTBUM Npu UX 00paboTke B MH(OPMAIMOHHOU

CUCTCMC IICPCOHAJIBHBIX TaHHbIX.

YHUYTOKEHHEe MEePCOHANbHBIX JAAHHBIX — JICHCTBHS, B pE3yJbTaTe
KOTOPBIX HEBO3MOKHO BOCCTAHOBHUTH COACPKAHUE MEPCOHAIBHBIX JTAHHBIX B
UH()OPMAITMOHHOM CUCTEME MEPCOHATBHBIX TaHHBIX WJIU B PE3yJbTaTe KOTOPHIX

YHHUYTOXAKOTCA MATCPHUAJIBHBIC HOCUTCIIN IICPCOHAJIBHLIX JdHHBIX.

Yreuka (BamuinaemMou) UHGOpPMAIMU MO TEXHUYECKHMM KaHAJIAM —
HEKOHTPOJMPYEMOE paclpoCTpaHEHUE UH(POPMALIUU OT HOCUTEJIS 3alUIIaeMOn
uHpopmanuu 4yepe3 (PU3MUECKYIO Cpeay A0 TEXHUYECKOro CpeiCTBa,

OCYLIECTBIISIFOIIETO NePEXBAT HHPOPMALIUH.

Yupeskaenne — yupexJIeHUs 3IpaBOOXPAHECHUs], COLMATIBLHON cdepshl, Tpyla U

3aHATOCTH.

Ya3BUMOCTB — CJIa0OCTh B CPEACTBaX 3allUThl, KOTOPYK MOXHO
UCIIOJIb30BaTh JUIsl HApYILICHHUs CUCTEMbl WM CcOAep Kalehics B Hel

uHdopmaIuu.

esocTHOCTL MH(pOPMAIIUM — CTIOCOOHOCTH CPEACTBA BHIUUCIUTEIBHOU
TEXHUKU WJIM aBTOMAaTH3UPOBAHHON CHCTEMBl OOECIeYMBaTh HEU3MEHHOCTH
uH(pOpMaIMK B YCJIOBHUSX CIy4allHOTO /WM MPEIHAMEPEHHOTO HCKAKECHUS

(pa3py1ieHus).



OBO3HAYEHUSA N COKPALLIEHUSA

ABC — aHTUBHpYCHBIE CPEJICTBA

APM —aBromMatu3upoBaHHOE pabouee MecTo

BTCC — BcnoMorareabHble TEXHUYECKHUE CPEACTBA U CUCTEMBI
NCIIIx — napopmManmoHHas CHCTEMA IMePCOHABHBIX JaHHBIX
K3 — konTpOnmmpyemas 30Ha

JIBC — nokanbHast BBIYUCIUTENIbHAS CETh

M3 — mexceTeBor dKpaH

HCJI — HecaHKIITMOHUPOBAHHBIN JOCTYTI

OC — onepanoHHasi cuctema

IT/TH — nepcoHaybHBIE JAHHbBIE

IIMB — nporpamMmMHO-MaTeMaTU4€CKOE BO3ACHCTBUE

[1O — nporpamMmMmHOe obecrieueHue

[I9MUH — noGo4HbI€ TEKTPOMArHUTHBIC U3TYUYCHHS U HABOJKU
CA3 — cuctema aHanmu3a 3al[UIIEHHOCTH

C3U — cpenctra 3anuThl UHGOpMAITUU

C3I1/Jn — cuctema (mojcucTeMa) 3aliiuThl IEPCOHAIBHBIX JaHHBIX
COB — cucrema oOHapy>KeHUSI BTOP>KCHUIM

TKY U — texunyeckue KaHaabl yTeUKH WHOOpMAITUU

VYBII/IH — yrpo3sl 0€301acHOCTH MEPCOHATBHBIX TaHHBIX



BBEJAEHUE

Hacrosimas [TonuTtrka nHbDOpMaOHHON 0€30MacHOCTH YUpekaeHus (nanee
— IMonmutuka) FAY3 CO «Pesnunckas CII» (Hanee - Yupexnaenus), pazpaboraHa B
COOTBETCTBUM C PEKOMEHJAIUSIMU MUHHUCTEPCTBA 3PABOOXPAHEHUS U COLUAIBHOTO

pa3Butus PO.

[TonuTtuka pa3paboTraHa B COOTBETCTBUU C ILIEJISIMU, 3aJlauaMUd U TPUHIIUIIAMU
obecrieueHus1 O€30MACHOCTH TEPCOHANBHBIX JAHHBIX HW3JIOKEHHBIX B KoHIlenmn

unbopmanmronnon 6e3onacnoctu UCIJL Yupexnenus. (IIpunoxenue Ned)

[Tonmutnka pa3paboTaHa B COOTBETCTBUU ¢ TpeOoBaHusMu DenepanbHOrO
3akoHa oT 27 uronst 2006 1. Ne 152-D3 «O nepcoHanbHbBIX JTaHHBIX» U TOCTAHOBJIEHUS
[IpaButensctBa Poccuiickoit ®enepaumu ot 11 HosiOps 2007 1. Ne 781 «O06
yrBepxaeHun Ilonoxenus 06 obecrnieyeHUH O€30MACHOCTH MEPCOHAIBHBIX JIaHHBIX
npu ux o00paboTke B MH(MOPMALMOHHBIX CHUCTEMax IEPCOHANbHBIX JAaHHBIX», Ha

OCHOBAaHHUM:

- «Pexomenmanmii mo oOecrneyeHUI0 0e30MaCHOCTH NEPCOHAJIBHBIX JaHHBIX
npu ux 00paboTke B WH(OOPMAIMOHHBIX CHCTEMaX I[EPCOHAIBHBIX JIAHHBIX,

yTBepkIeHHBbIX 3amecTtuteneM aupekropa @CTIK Poccuu ot 15.02.2008 .,

- «TunoBeIx TpeOOoBaHMI o OpraHu3aluu u o0ecreueHunto
(bYHKIIMOHUPOBAHUSA MU (PPOBATILHBIX (kpunTorpapuyeckux) CPEACTB,
NpeIHa3HAYEHHBIX U1 3alluThl UHGOpMAIMKM, HE COJAEp)Kallel CBEICHMI,
COCTABJISIIOIIMX TOCYJAPCTBEHHYIO TalHy B CIly4ae M3 HCIIONb30BAaHUS JUIS
oOecrieyeHus: 0O€30MACHOCTH IEPCOHANBHBIX JAaHHBIX MNpU UX 00paboTke B

I/IH(l)OpMaL[I/IOHHBIX CHUCTCMAx IICPCOHAJIBHBIX JaHHBIX», YTBCPKIACHHBIX

pykoBozactBoM 8 Llentpa @CB Poccun 21.02.2008 1. Ne 149/6/6-662.

B TIlonmutuke onpenenensl TpeboBanust Kk mnepcoHany HWCII[IH, crenenn
OTBETCTBEHHOCTH IEpPCOHaJa, CTPYKTypa U HEOOXOIMMBIA YPOBEHb 3allUIIEHHOCTH,
CTaTyC U JOHXKHOCTHBIE 00SI3aHHOCTU COTPYJHUKOB, OTBETCTBEHHBIX 3a 00ECIIeUeHUe

0e3omacHOCTH nepcoHaNTbHBIX JaHHbIX B UCII[IH Yupexaenus.
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1 O01mue nmoJs10:KeHU s
Lenpro nacrosmer IToauTukuy sBaseTcs odecneueHre 0e30IMacHOCTH 00BEKTOB
3aIIATHl YUPEKICHHUS OT BCEX BUJIOB YIrP0O3, BHENTHUX M BHYTPEHHHX, YMBIITUICHHBIX

Y HEINpeIHaMEpPEHHbIX, MUHMUMH3alusg yuiepOa OT BO3MOXHOW peajau3aliu yrpo3

6e3omacuoctu [1/{n (YBIT/IH).

be3zonacHOCTh MEpPCOHATBHBIX JaHHBIX JOCTUTACTCA MYTEM HCKIIOYCHUS
HECAHKIIMOHUPOBAHHOTO, B TOM 4YHCIIE CIy4alHOro, JOCTyNa K MepCOHAIbHbIM
JAQHHBIM, pEe3yJbTaTOM KOTOPOIO MOXKET CTaTh YHUYTOKEHHE, W3MEHEHHE,
OJIOKMpOBaHKE, KOMUPOBAHUE, PACIPOCTPAHCHHUE MEPCOHAJBHBIX JAHHBIX, & TaK¥kKe

HWHBIX HCCAHKITMOHUPOBAHHBIX I[GﬁCTBPIﬁ.

Nudopmanuss u cBsi3aHHbIE C HEH pECypehl AOKHBI OBbITh JAOCTYIHBI IS
ABTOPU30BAaHHBIX IOJIb30Bareneil. JIOJDKHO  OCYIIECTBIATBCS  CBOCBPEMEHHOE

oOHapy:xeHue u pearupoanue Ha Y BIT/IH.

I[OJ'DKHO OCYIICCTBIIATHCA NpeaAOTBpaAICHUC MpeaAHaMCPCHHLBIX N
CquaﬁHbIX, YaCTUYHBIX HJIA IIOJHBIX HECAHKIIHOHHWPOBAHHBIX MOI[I/I(i)I/IKaL[I/Iﬁ 501041

YHUYTOXCHUS JaHHBIX.

CoctaB 00BEKTOB 3alllUTHI IpejacTaBieH B IlepeuHe MepcoHaIbHbBIX JIAHHBIX,

nouieskamux 3ammre. ([Ipunoxenue Ne6)

Cocras UCII/Ix nomnexamux 3amure, IpeacTasieH B OTYETE 0 Pe3ynbTarax

npoBeeHus BHyTpeHHeu nposepku. (ITpunoxenue Neo8)

Orta [lonutuka nHGOPMAITMOHHON 0E€30MacHOCTH Oblia YTBEpXKJEHA TJIaBHBIM
BpauoM ['AY3 CO «PeBmunckas CIl». Ob6nacte neiictBus TpeGoBaHUsI HACTOSIICH
[TonmuTHKK pacHpOCTpaHSIOTCS HAa BCEX COTPYIHUKOB YUpPEXACHHUS (IITATHBIX,
BPEMEHHBIX, pPa0OTAIOLIUX IO KOHTPAKTy M T.aI.), a TaKXKe BCEX MPOYUX JIUI]

(mOIpSATUMKH, ayTUTOPHI U T.11.).
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2 CucTteMa 3alIMTHI NEPCOHAJBHBIX TAHHBIX

Cuctema 3amuthl nepcoHanbubix AaHHbIX (C3II/IH), cTpouTCst HA OCHOBAHUMU:

- OTueTa 0 pe3yibraTax OpoBeeHHS BHyTpeHHeW npoBepku; (IIpunoxenue

Nog)

- Ilepeuns nepcoHalbHBIX JaHHBIX, Mouiexkamux 3ammuTe; ([punoxkenue Neb)

- AKTa knaccuduKanui MHOOPMAIIMOHHON CHCTEMbI NEPCOHANBHBIX JIaHHBIX;
(ITpunoxxenue Ne9)

- Monenu yrpo3 0e301macHOCTy epcoHaNbHbIX J1aHHbIX; (IIpunoxxenue Nell)

- [lonoxkeHus 0 pa3rpaHWyYeHU MpaB  JIOCTyNa K 00pabaThIBaeMbIM
nepcoHanbHbIM AaHHbIM; ([Tpunoxenue NelO)

- PyxoBomsimux nokymenToB @®CTOK u ®Ch Poccun.

Ha ocHOBaHMM 3THX [IOKYMEHTOB ONpEIEISIETCS HEOOXOOUMBIM YpOBEHb
ammmenHocty [[J{n xaxmont UCIIn VYupexnenus. Ha ocHoBaHuM aHanuza
aKTyalbHbIX Yrpo3 Oe3omacHoctu IIJ[H onmmcanHoro B Mogenu yrpo3 u Otdera o
pe3ysibTaTax IMpOBEIEHHUS BHYTPEHHEH IIPOBEpPKE, JENAeTCs 3aKII0YEHUE O
HEOOXOJJMUMOCTH HCIOJb30BAaHUSI TEXHUYECKUX CPEICTB W  OpPraHU3allMOHHBIX
Meponpusatuid ans obecrieyeHus: OezonacHocty [IJ[H. BreiOpanHble HeoOXoauMbie

MEpPOTIPUATHS OTpakaroTcs B [lnaHe Meponpuatuii mo odecnedeHno 3amuThl T1J1H.
(ITpunoxenue Nel2)

Hs xaxmgoir WCII[lH nomkeH OBITh COCTaBICH CIHUCOK HCIOJIb3YEeMbIX
TEXHUYECKUX CPEJACTB 3alllUThl, a TaK K€ MPOrpaMMHOr0 oOeCTeUCHUS

yuactBytoiero B 0opadotke I1/]H, Ha Bcex anementax MCII/Ix:
- APM monp3oBaTenei;

- CepBepa NpUII0KEeHHUII;
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- CYB/;
- I'panuna JIBC;
- Kananos nepegaun B ceTu oOIIETr0 NOIb30BAHUS

B 3aBucumoctu ot ypoBHs 3aumuuieHHoctd VUCII/IH u aktyansnHbix yrpo3, C3I1/Ix

MOXKCT BKJIIO4YAaTh CIICAYIOIMHUC TCXHUYCCKUEC CPCACTBA.
- AHTUBUPYCHBIC CPCACTBA IJIA pa60‘II/IX CT&HHI/II?I 110JIb30BaTEeNICH 1 CCPBCPOB;
- CpCACTBA MCIKCCTCBOI'O SOKPAHUPOBAHUSI

- cpeAcTBa Kpunrorpaduyeckol 3amuThl  MHGOpPMALMHM, MpU [epeade

3amunaeMoi HHGOpMaIUy MO KaHajdaM CBSI3H.

Tak e B CHHUCOK [JIOJDKHBI OBITh BKJIIOYEHBI (DYHKIMM  3allUTHI,
oOecrieunBaeMble IITAaTHBIMU cpeacTBamu  oOpabotku [IJ]I[H omeparmoHHBIMU
cucremamu  (OC), npuknagaeiMm  [IO u  chnenuadbHBIMH — KOMIUIEKCAMU,

peanu3yrouMMu CpecTBa 3auThl. CIUCOK (YHKUMN 3aIUTHI MOYKET BKJIIOYATh:
- YIIPABJICHHUE U PAa3TPAaHUYECHUE JOCTYIIA MOJIb30BaTEIIEH;
- PETUCTPALIMIO U YUET ACUCTBUI C HHPpOpMAIIEH;
- obecreunBaTh HENOCTHOCTD TAHHBIX;
- IPOU3BOAUTH OOHAPYKEHHUI BTOPKEHUH.

Cnucok UCHOJIb3yeMbIX TEXHUYECKUX CPEACTB oOTpaxkaercs B IlmaHe
MEPONPUATUNA 1O OOECIEUYEHUIO 3alllUThl MEPCOHANbHbIX JaHHbIX. ([Ipunoxenue
Nel2) Cnucok HCHOIB3yeMBIX CPEICTB JOJDKEH TMOJICPKUBATHCA B aKTyaJlbHOM
cocTossHuU. [Ipu nM3MeHeHnn cocTaBa TEXHUYECKUX CPEJCTB 3aIUTHI WIIA 3JIEMEHTOB
NCIIH, COOTBETCTBYIOIIUE HM3MEHEHHUS JOJDKHBI ObITh BHEeCEHbl B CHUCOK H
YTBEPKIAEHbI PYKOBOAMTEIEM YUPEKICHHS WM JIHUIOM, OTBETCTBEHHBIM 3a

obecrieuenue 3amuThl [1/1H.
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3 TpedoBanus k nogcucremam C3I1/In

C3I1H BKIrOYaET B CE0sI CAEAYIOLINE MTOJCUCTEMBI:
- YIIpaBJICHUS TOCTYIIOM, PETUCTPALIMU U YUETa;

- o0ecrnievyeHus 1IeIOCTHOCTH U TIOCTYITHOCTH;

- QHTUBUPYCHOM 3aIIUTHI;

- MEKCETEBOr0 SKPAaHUPOBAHMUS;

- aHaNU3a 3alIUIIEHHOCTY;

- 0OHapyKEeHHs BTOP>KECHHUI;

- KpunTorpauueckon 3amuThl.

[Toncucrembr C3IIJ[H uMeroT pa3nuyuHbIA (QYHKIMOHAT B 3aBUCHMOCTU OT

kinacca WCIIdn, omnpenenenHoro B Akre kiaccudukanuu uHGOPMAIIMOHHON

CUCTEMBI _TniepcoHaNbHbIX naHHbIX. (IIpunoxkenue Ne9) Cnoucok COOTBETCTBUSA

¢bynkuuit noncucreM C3I1/IH knaccy 3amMileHHOCTH TipeacTasiieH B [Ipunoxenun.

3.1 lloacucTeMbl ynpaBJjieHHUs J0CTYIIOM, PETHCTPAIIMU U y4eTa
[Togcucrema ympaBieHUsS TOCTYIIOM, PETUCTpPAlMM U ydeTa MpelHa3HayeHa

JUIS peau3aliy CIeAyommuX QyHKINN:

- UIeHTU(HUKAIIMY ¥ TIPOBEPKA MOUIMHHOCTH CYOBEKTOB JIOCTYIIA MIPH BXONE B

WCTI/Tx;

- I/IILCHTI/I(I)I/IKaHI/II/I TCPMHHAJTIOB, Y3JOB CCTH, KaHAJOB CBsA3H, BHCIIHHUX

YCTPOWCTB IO JOTHYECKUM UMEHAM;

- UIeHTU(UKAIMU TIPOrpaMM, TOMOB, KarajoroB, (ailyioB, 3amucei, moJyien

3alMcei Mo UMEHaM;
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- peructpauuu Bxoja (BbIXOAa) CYOBEKTOB JOCTyNa B CUCTEMY (K3 CHUCTEMBbI),
au00 perucTpaius 3arpy3kd W HHUIUAIW3AIUAUA OMEPAIIMOHHON CHUCTEMBI U €€

OCTaHOBaA.

- pErUCTpallMd  TOMBITOK JOCTyHa MPOTrpaMMHBIX CpPEICTB (Mporpamm,

MPOIIECCOB, 3a/a4, 3aJIaHHi) K 3allUIIaeMbIM ¢aiiiam;

- perucTpanv IOIILITOK JOCTyIla IHIpPOrpaMMHBIX CPCIACTB K TCPMHHAJIAM,

KaHaJiaM CBSI3H, ITporpaMMam, TOMaM, Katajioram, (aiiam, 3arucsm, HoJIsiM 3arucei.

[loncucrema yrnpaBiaeHUs] JOCTYIIOM MOXKET OBITh peajn30BaHa C MOMOIIbIO
HITaTHBIX cpencTB oOpadboTku I1/[H (onepanmoHHbIX cucteM, npuioxeHuit 1 CYB/).
Tak ’xe MOXeT ObITh BHEJIPEHO CHEIUATbHOE TEXHUYECKOE CPEACTBO WM HUX
KOMILUIEKC OCYILIECTBIISIIOIINE JOMOJMHUTENIbHbBIE MEpPbl MO ayTeHTU(UKALUK U
KOHTpoyit0. Hampumep, npuUMEHEHHE €AWHBIX XPAaHWIUL] YYETHBIX 3alucei
[0JIb30BATENEN U PETUCTPALIMOHHON UH(OPMALINHU, UCIIOJIB30BaHUE OMOMETPUUYECKHUX

U TEXHUUYECKUX (C TMOMOIIBIO JJIEKTPOHHBIX MPOITYCKOB) MEp ayTCHTHU(PUKAIUU U

IPYTHUX.

3.2 lloacucreMa odecneyeHHsl LEJTOCTHOCTH M JOCTYITHOCTH
[Toncucrema obecrieueHus: LEIOCTHOCTU U JIOCTYMHOCTH TpeJHa3HAuYeHa s
oOecrnieueHusi 1EeNOCTHOCTH M JgocTynmHocTH IIJIH, mporpaMMHBIX M ammapaTHBIX
cpeactB UCII[IH YupexneHus, a Tak € CPEACTB 3alIUThI, NMPU CIyYalHOW WU

HaMEpPEHHOW MOJU(PUKALIMH.

HOI[CI/ICTCMa PCATINU3YCTCA C IIOMOIIBIO OPraHU3allNH PE3CPBHOIO KOITMPOBAHNA
O6pa6aTBIBaeMBIX HaHHBIX, a TaK K€ PC3CPBHUPOBAHUCM KIIHOYCBBIX J3JICMCHTOB

WUCTITn.

3.3 IloacucTeMa aHTUBUPYCHOM 321U ThI
[loncucrema aHTUBHUPYCHOM 3allMThl TpeqHa3HAueHa Mg O0OeCTIeYeHHs

aHTUBUPYCHOM 3a1uThl cepBepoB U1 APM nons3oBareneit UCI /I YupexaeHus.



CpenctBa aHTUBUPYCHOW — 3alllUThl  MpEeAHA3HAYEHBI I peaau3aiuu

CICAYIOMIMNX (PYHKITHMN:
- pPE3UICHTHBI AHTUBUPYCHBI MOHUTOPHHT;
- QHTUBUPYCHOE CKAaHUPOBAHUE;
- CKpUINT-0JIOKUPOBAHUE;

- ICHTPAJIM30BaHHYI0/yIaJIEHHYI0 YCTaHOBKY/JACMHCTAUIAIMIO AHTUBUPYCHOTO
NPOAYKTa, HACTPOUNKY, aAMUHUCTPUPOBAHKE, TIPOCMOTP OTYETOB U CTATHCTUYECKON

uHbopmaru mo padboTe MPOAyKTa;
- aBTOMAaTHU3UPOBaHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;

- OrpaHUYCHUC IIpaB II0JIb30BATCIIA Ha OCTAHOBKY HWCIIOJIHACMEBIX 3aJad H

M3MEHEHUS HACTPOEK AaHTUBUPYCHOTO MPOrPAMMHOI0 00€CTIeUeHUs;
- aBTOMAaTH4YECKHUH 3aIlyCK Cpa3y MOCIe 3arpy3Ku OINEPallMOHHON CUCTEMBI.

HO,Z[CI/ICTeMa pCalIn3yCTCsa IIyTEM BHCAPCHUSA CIICHUAJIBHOI'O aHTHBHPYCHOI'O

nporpaMmmHoro ooecneuenus Ha Bce 3nemeHTsl MCII/IH.

3.4 IloacucTeMa MeKCETEBOT0 IKPAHUPOBAHUSA
[TomcucreMa MEXCETEBOTO SKPAHWPOBAHUS TMpEAHA3HAYCHA YISl pealu3aluu

CICAYIOMMX (PYHKITHMN:

- unbTpanu OTKPBHITOTO W 3amm@poBaHHOTO (3akpbiToro) IP-tpadmka mo

CJIETyIOITUM TTapaMeTpam;

- (pukcanuy BO BHYTPEHHHX KypHajJaX UHPOPMAIIUU O MPOXOJSAIIEM OTKPHITOM

u 3akpbiToM IP-Tpaduke;

- uIeHTU(UKAIMY ¥ ayTeHTU(UKAIIMIO aJ]MUHUCTPATOPA MEXCETEBOIO dKpaHa

ITPpH €T0 JIOKAJIBHBIX 3aIllpOCax Ha JOCTYII,



- perucTpauuu BXojaa (BBIXO/JA) aJMUHHUCTpATOpa MEXCETEBOIO 3KpaHa B
cucteMy (M3 CHCTeMblI) JMOO 3arpy3Kd W HWHULMAIU3AIMM CHCTEMbl U €€

IIPOIPaAMMHOI'0 OCTAaHOBA;
- KOHTPOJIS LIEJIOCTHOCTU CBOEH MPOrpaMMHOM U MH(DPOPMAIITMOHHON YacTH;

- (uIbTpaIy MakeToB CIIy>KEOHBIX MPOTOKOJIOB, CIYKAIIUX IS TUATHOCTHKHU

U ynpaBiieHUs1 pabOTOM CETEBBIX YCTPOMCTB;

- unbTpau ¢ yuyeToM BXOJHOTO M BBIXOJHOTO ceTeBoro MHTep(eiica kak

CPEACTBO MPOBEPKHU MOJFIMHHOCTU CETEBBIX aJIPECOB,;
- PETUCTPALUM U y4eTa 3alpaliiBacMbIX CEPBUCOB IPUKIIAIHOIO YPOBHS;

- OJIOKMpPOBaHUs JOCTyIa HEWJACHTHU(PHUIIMPOBAHHOTO OOBEKTa WM CyOBEKTa,
MO/UIMHHOCTh KOTOPOTO TIPH ayTeHTU(UKAIMU HE TOATBEPAMIACh, METO/aMH,

YCTOMYMBBIMU K IEPEXBATY;

- KOHTPOJIA 3a CETEBOM aKTUBHOCTBIO HpI/IHO}KCHI/Iﬁ u 06Hapy}K€HI/IH CCTCBBIX

aTak.

HO)ICI/ICTCMa peaIn3yeTCsa BHCAPCHUCM IIPOTpaMMHO-AIIIIapaTHbIX KOMIIJICKCOB

MEKCETEBOr0 3KpaHupoBaHus Ha rpanuiie JICB, kinaccom He Hixke 4.

3.5 IloacucreMa aHaIM3a 3aIMILEHHOCTH
[Toncucrema aHanM3a 3allMIIEHHOCTH, JOJDKHA OOecleuyrBaTh BbISBICHUS
yS3BUMOCTEH, CBsi3aHHbIX ¢ omuoOkamu B kKoHurypamuu I[1O UCII/H, koTtopsie

MOI'yT OBITH MCITOJIb30BaHbI HApYyHIUTCIICM AJIA pCaIn3allu aTaKu Ha CUCTCMY.

OYHKIMOHAJ TOACUCTEMBl MOXET OBbITh pPEaTM30BaH MPOrPAMMHBIMU U

IIporpaMMHO-aIlIapaTHbIMu CpCaACTBAMMU.



3.6 Iloacucrema oOHApy KeHUS] BTOP/KEHUH
[loncucrema oOHapyKeHHs BTOPKEHUH, OJDKHA OOECleurBaTh BBISABICHUE
ceTeBbIX arak Ha aneMeHThl MICII/IH noakiItoYeHHbIE K CETSIM OOIIEro NoJb30BaHUs U

(WIIK) MEXAYHApOIHOTO OOMEHA.

CDYHKIII/IOHaJ'I IIOACUCTEMBI MOXKET OBITH pc€ain3oBaH IPOrpaMMHBIMH U

IIPOTPaMMHO-ANNAPATHBIMUA CPEICTBAMM.

3.7 lloncucreMa KpUNTorpagpuueckoil 3aluThbI
[Toncucrema kpunrorpapuueckoil 3alUThl IpeaHa3HauYeHa I MCKIIIOYSHHS
HC/I x 3amumaemoit unpopmanuu B UCIAH Yupexnaenus, npu ee nepeaayu mo

KaHaJlaM CBSI3U CETEU OOIIEro Mmoyib30BaHusl U (WJIM) MEKTyHAPOIHOTO 0OMEHa.

[loncucrema peanusyeTcss BHEAPEHUS KPUOTOIPaQUUECKUX MPOrpaMMHO-

arrapaTHbIX KOMIIJICKCOB.



4 Ioas3zoBarean UCII/In
B Konnennwuu wunHdopmanmonnon  G6ezonacHoctu  (IIpunokenne  Ned)

OIPENIEIICHbl OCHOBHBIE KaTErOpUM IMOJb30Baresied. Ha OCHOBaHMM JTHX Kareropuu
J0JbKHa ObITh Tpou3BeneHa Tunu3auus noib3zoBateneid MCIIAH, ompenenen wux

YPOBEHb JOCTYIa U BO3MOKHOCTH.

B HUCIIJH VYupexneHus MOXKHO  BBIACIUTh  CIEAYIOWIME  TPYIIIbI

MOJIb30BaTeNICH, YU4aCTBYIOIINX B 00padoTke u xpaneHuu [1][H:
- Anmunncrparopa UCII/IH;
- AnMuHHCTpaTopa 6€30MacHOCTH;
- Onepartopa APM;
- AIMUHHCTpATOpa CETH;

- Texuuueckoro  cmenuanucra 1O OOCTYXKMBaHUIO  nepudepuitHoro

000pyIOBaHUS;
- [Iporpammuct-pazpadorunk UCIT/IH.

Jlanuple 0  rpymmax — IOJb30BaTeNsiX, ypOBHE WX  JIOCTyNnma U
WH()OPMHUPOBAHHOCTH JOJKEH OBITh oTpaxkeH B IlomoxeHwne 0 pa3rpaHMYCHHUH IMPaB
TIOCTyMa K 00pabaTbiBaeMbIM NepcoHanbHbIM J1aHHBIM. ([Tpunoxenue Nel0)

4.1 Axmunuctparop UCIIn
Anmvunuctpatop WCIIJIH, coTpymHuk VYupexIeHus, OTBETCTBEHHBIM 3a
HACTPOMKY, BHEJIPECHUE u COIPOBOXJICHHUE NCII . OOGecrieunBaeT
(GyHKIMOHUpPOBaHUE MoAcHcTeMbl ynpasieHus noctynoM WCII[H u ynonHoMoueH
OCYILECTBIATH MPEIOCTABICHUE U PA3TPAHUYEHUE TOCTYIIa KOHEYHOTO MOIb30BATENS

(Oneparopa APM) k anemeHTaM XpaHAIIUM [TEPCOHANIbHbBIE JaHHbIE.

Anmmvunnctpatop UCIT/IH obnagaer cneayrommuM ypoBHEM TOCTyTa ¥ 3HAHUM:
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- 0b6naaeT MoMHOM MHQPOpPMaLMel O CUCTEMHOM U MPHUKIAIHOM MPOrpaMMHOM

obecrnieuennu UCII/IH;

- oOyagaeT mosHOM MH(GOPMAIMEH O TEXHUYECKUX CPEICTBAX U KOHPUTYpaIlun

WCTI/Tx;

- UIMEET JIOCTYM KO BCEM TEXHUYECKHUM CpeAcTBaM o0paboTKu MHQOpMAIUU U

nanabiM MCII/IH;

- obmajaeT mpaBaMu KOH(GUTYPUPOBAHHUS M AJMUHUCTPATUBHOM HACTPOMKHU

texHnuyeckux cpencts UCII/H.

4.2 ATMUHHCTPATOP 0€30MACHOCTH
AnMuHHCTpaTOp 0€30MACHOCTH, COTPYAHUK YUPEKJIEHUS, OTBETCTBECHHBIN 32
¢yakimonupoanue  C3II[In, Bkimtouwass ~ OOCHy)KMBaHME€ W HACTPOMKY

aIMUHHACTPATUBHOM, CEPBEPHON M KIIMEHTCKON KOMIIOHEHT.

AnmunuctpaTop 0Oe3onacHoCTH 00JalaeT CIeAYIOIIMM YPOBHEM [JOCTyNa U

3HAHUM:
- o0namaet npaBamu A nmuHuctpatopa UCIH;
- obmamaet nonHou uHdopmanueit 06 MCIIx;

- UIMEET JOCTYI K CPEACTBaM 3alllUThl HH(POPMAIUU U MPOTOKOJIMPOBAHUS U K

yacTu KiatoueBbix aneMeHToB UCII/IH;

- HE UMEET MpaB JA0CTyNa K KOHPUTYPHUPOBAHUIO TEXHUUIECKUX CPEJICTB CETH 3a

UCKIIFOUCHHEM KOHTPOJIbHBIX (MHCTICKIIMOHHBIX ).
AnMuHHCTpaTOp 6€30MACHOCTH YIIOJIHOMOYEH:

- peanu30BbIBaTh MOJIUTHKK Oe3omacHocTH B vactu HacTtporku CK3U,

MCIKCCTCBBIX 3KpPAaHOB M CHUCTEM 06H3py>I(eHI/I${ aTakK, B COOTBCTCTBHHU C KOTOPBIMHU



nosib3oBarens (Onepatop APM) mosydaer BO3MOXKHOCTH padOTaTh € 3JI€MEHTaMU

NCIT/H;
- OCYLIECTBIISITh ayJIUT CPEACTB 3aILNTHI;

- YCTaHABJIMBATb OOBCPUTCIIBHBIC OTHOIICHUS cBoOcH BaHII/IHleHHOﬁ CCTH C

CETSAMU APYTUX Y UPEKICHUMU.

4.3 Oneparop APM
Onepatop APM, coTpymHuk YUpexaeHHs, OCYIIECTBISIONUNA 00paboTKy
I[Idu. OG6pabotka II/IH BKiIOYaeT: BO3MOXKHOCTH npocMotrpa [IJ[H, pyuHoll BBOA
111 B cucremy UCII[IH, dopmupoBanue crnpaBOK M OTYETOB MO WHGOPMAIINH,
nonyueHHon w3 HCII. Oneparop He wuMEET NOJIHOMOYMNM JJIsl yIPABICHUS

nojacucreMamu 00pabotku ganabx U C3I1/1H.
Oneparop UCII/Ix obnagaer cneayonuM ypoBHEM JOCTyNA U 3HAHUM:

- o0maaer BCceMH HEOOXOMUMBIMU aTpuOyTamMu (HampuMmep, IapoJieM),

00eCIeunBaIOIUMHU TOCTYI K HEKOTOpOMY MoAMHOKecTBY [1/H;

- pacioJjaracTt KOH(bI/II[eHHI/IaJIBHBIMI/I HaHHBIMH, K KOTOPBIM UMCCT OOCTYII.

4.4 AITMMHHCTPATOP CEeTH
AJIMUHUCTPATOp CETH, COTPYOHUK YUPEXKICHUS, OTBETCTBEHHBIM 3a
(YyHKIIMOHHPOBAHHE TEJIEKOMMYHHUKAIIMOHHOU MTOJICUCTEMBI NCIT/IH.
AJIMUHUCTPATOp CETM HE HMMEET IOJIHOMOYMM [Ji1 yIpaBi€HUS IOACUCTEMAaMHU

00pabOTKH JTAaHHBIX U O€30IIaCHOCTH.
AIMUHUCTpATOP CETH 00JIAaeT CICAYIONTUM YPOBHEM JOCTYIIA U 3HAHUA:

- 06J1a21aeT JaCTbIO I/IH(I)OpMaIH/II/I O CUCTCMHOM W IPHUKIAAHOM IIPOrpaMMHOM

obecnieuennu UCII/IH;



- 06naaeT 4acThio MH(OOPMAIIMU O TEXHUYECKUX CPEACTBAX M KOHPUTYpaLUU

NCITdH;

-uMeeT (UBMYECKUH JIOCTyH K TEXHHYECKHM CpeACTBaM 00pabOTKu

uH(pOpMaLK U CPEACTBAM 3aLTUTHI;

- 3HACT, 110 MEHBIIIEH MCPC, OOHO JICTAJIbBHOC MM NOCTYIIA.

4.5 TexHN4eCKNH CHEHATUCT MO 00CTYKMBAHUIO epudepruitHOTO
000pyn0oBaHUA

TexHuueckuid CHenUaIUCT MO OOCTY>KHBAHUIO, COTPYIHUK YUpEKICHUS,
OCYIIECTBIISIET OOCITYy)XMBaHWE ¥ HACTPOWKY TmepudepuitHoro 000pymIOBaHUS
NCTIInH. TexHuueckuil CeairncT mo o0CIy>KMBaHUIO He uMeeT noctyna K [1/1H, He
MMEET TIOJHOMOUMM JJis YIpaBJIE€HUs] TOJCUCTEeMaMu OO0pabOTKM JaHHBIX M

0€e30IacHOCTH.

TexHuueckuil cieraIucT 1Mo 00CIyKUBAHUIO 00JIa1a€T CIEAYIOIINM YPOBHEM

NOCTyTa U 3HAaHWUM:

- 00J1IaaeT 4acThio MH(OpPMAIIMM O CUCTEMHOM U MPHUKIATHOM MPOrPaMMHOM

ob6ecnieuernu UCII/IH;

- 0b6naaeT 4acThio MHGOPMAIIMU O TEXHUYECKUX CPEACTBAX M KOHPUTYpaLUU

WCTITx;

- 3HACT, 110 MEHBIIIEH MCPC, OJHO JICTAJIIbHOC UM JJOCTYIIA.

4.6 IIporpammuct-pazpadoruuxk UCIIIn

[TporpamMmucTbI-pazpabOTUYMKN (MOCTABIIMKK) MPUKIAIHOTO MPOrPaMMHOTO
obecrieueHus, 00ECIIEUNBAIOIINE €0 COMPOBOKICHNE Ha 3ammiaeMomM oobekTe. K
JAHHOW TPYIIe MOTYT OTHOCHUTBCS KaK COTPYIHUKH YUPEKICHUSA, TaK W

COTPYIHUKHN CTOPOHHHUX OPTraHU3aLAM.



JInuo srou kareropuu:

- obnmamaetr wuHpoOpManuei 00 anropuTMax U Hporpammax  o0paboTKu

uHpopmaru Ha UCII/H;

- 06Ha,ﬂaeT BO3MOKHOCTAMH BHCCCHUA OIHI/I60K, HCACKIIaPUPOBAHHBIX
BOSMO)KHOCTGﬁ, IMPpOTrpaMMHBIX 3aKJIaA0K, BPCIOHOCHBIX IIPOrpaMMm B HPOIrpaMMHOC

obecnieuenue MCII/In Ha cTagnm ee pa3pabOTKu, BHEAPEHUS U CONIPOBOXK/ICHNUS,

- MOXKET pacrojararte JIoObIMU ¢parMeHTaMu WHOOPMAIIMK O TOTOJOTHUU
NCTIIH u TexHUYeCKUX cpeacTBax o0padoTku u 3amuThl [1/IH, oOpabaTbiBaeMbIX B

WCTITn.



5 TpeGoBanus K nepcoHady no oodecnevyenno 3amuTol [1/1H

Bce corpymnuku VYupexpaenus, spiswonmecs mnonb3oBarensimu  UCI/IH,
JOJKHBI YETKO 3HaTh U CTPOTO BBINOJIHATH YCTAHOBJICHHBIE MIPaBUia U 00SA3aHHOCTH
0 JIOCTYNy K 3alllMIIaeMbIM OOBEKTaM U COOJIOACHUIO MPUHATOIO PpPEeKUMa

oe3onacHoctH [1]1H.

[Ipn BCTymuieHMM B JOJDKHOCTH HOBOTO COTPYAHHMKA HETOCPEICTBEHHBIN
HauaJIbHUK TMOJPA3/EICHHs, B KOTOpPOE OH IOCTyMaeT, 00si3aH OpPraHU30BaTh €ro
O3HAKOMJIEHUE C JIOJDKHOCTHOM MHCTPYKLIHMEW W HEOoOXOIMMBIMU JOKYMEHTaMH,
permaMeHTUpyomuMu TpedoBanus no 3amure IIJ[H, a Takke oOyueHHe HaBbIKaM
BBINOJIHEHUSI TPOLEAYpP, HEOOXOOUMBIX JIsl CAHKIMOHHWPOBAHHOTO HCIIOJIb30BaHUS

WUCTI/In.

COpr,Z[HI/IK JOJIDKCH OBITH 03HAKOMIJICH CO CBCACHMIMU HACTOSIICH HOJII/ITI/IKI/I,

NpUHATHIX Tpouenyp padotsl ¢ anementamu UCIT/n u C3I1 /1.

CotpynHuku  YUpexJeHHUs,  HUCIOJb3YIOIIUE  TEXHUYECKHE  CPEICTBa
ayTeHTU(PUKAIIMK, JOJDKHBI ~ OOECleuuBaTh  COXPAaHHOCTb  UACHTU(PUKATOPOB
(onexTpoHHBIX Kito4yei) u He nomyckath HCJl k HUM, a Tak »*e BO3MOXKHOCTb HX
yTEPU WIH MCIOJIb30BaHUA TPEeTbUMU JulaMu. [lonap30Barenu HECYT NMEPCOHAIBHYIO

OTBCTCTBCHHOCTD 3a COXPAaHHOCTb I/II[GHTI/I(i)I/IKaTOpOB.

CotpymHuKH YUpexXJAEHUS NOJKHBI CIEI0BATh YCTAHOBIECHHBIM IPOLELYpaM
nojyiep>kanusi pexuma oe3zomnacHoct I1/[H npu BeIOOpE M HMCIOJIB30BAHUN MAPOJICH
(ITpunoxxenne  Nel8) (ecaim He  UCHONB3YIOTCS ~ TEXHHYECKHME  CPEICTBA

ayTeHTU(UKALIIH).

CotpymHuku YUpexxJeHus OJDKHbI 00ecleunBaTh HAJJICKAILYO 3allUTy
00OpyJIOBaHUs, OCTABIIEMOro 0e3 MPUCMOTPa, OCOOCHHO B TEX CIydYasX, KOrja B
MOMEUICHHE MMEIOT JIOCTYI MOCTOPOHHME JHla. Bce monb3oBarenu AOKHBI 3HATH
TpeboBanuss 1o Oe3omacHoctu IIJlH u mOpoueaypsl 3amUTBl  00OpPYIOBaHMS,
OCTaBJICHHOTO 0€3 MPUCMOTPA, a TAKXKE CBOM OOS3aHHOCTHU MO OOECIEUEHUIO TaKOU

3alIUTHI.
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CoTpyiHUKaM 3amlpelaeTcs yCTaHaBIMBAaThb IMOCTOPOHHEE MPOrpPaMMHOE
oOecrieyeHue, MOJAKIIOYATh JIMYHbIE MOOWJIBHBIE YCTPOWCTBA U  HOCHUTEIHU

nH(popMalny, a TaK ke 3aMUChIBaTh HA HUX 3alUIIaeMy0 HHGOPMAITHIO.

CoTpyaHuKaM 3ampelaercs pasriamarh 3alldiaeMyo HHPopMaIuio, KoTopas
cTaja UM H3BECTHAa IpH padoTe ¢ MHPOPMALMOHHBIMH CHUCTEMAMM YUpPEKJEHUS,

TPCTHUM JIMLIaM.

IIpu padote ¢ I[1/Jn B UCII[IH coTpymauku YupexaeHus o0s3aHbl 00eCeunTh
OTCYTCTBHE BO3MOXKHOCTH IpocMoTtpa IIJIH Tperbumu snuuamu ¢ MoHUTOpoB APM

HJIN TCPMHUHAJIOB.

[Ipu 3aBepmienun padotel ¢ UCIIJIH coTpyanuku oOs3anbl 3amuTuth APM
WM TEPMHUHAJIBl C TOMOUIBIO OJIOKMPOBKH KIIFOUOM WJIM 3KBHBAJIEHTHOI'O CPEJICTBA
KOHTPOJISI, HAIPUMEP, TOCTYIIOM I10 MApOoII0, €CJIM HE UCIIONIb3YIOTCSl 00JIee CHIIbHBIE

CpCACTBA 3alINUTHI.

CotpynHuku YUpexaeHHsl JOKHBI ObITh MPOMH(GOPMUPOBAHBI 00 Yrpo3ax
HapylIeHus pexxuma o6e3onacHoctu [1J[H 1 0OTBETCTBEHHOCTH 3a ero HapylieHue. OHu
JIOJKHBI OBITH 0O3HAKOMJICHBI C YTBEPKIEHHOUN (hOpMabHOM MPOIIETypOi HATOKEHUS
JUCHUIUIMHAPHBIX B3BICKAHUN HA COTPYAHUKOB, KOTOPBIE HApyLIWJIU IPUHATHIC

MOJINTUKY U Tpouenypsl 0e3onacHoctu [1/1H.

Cotpynauku 00s3aHBI 0€3 MpOMEICHHs] coo0IaTh 000 BCeX HaOII0IaeMbIX
WJIM HOJ03pUTENbHBIX citydasx padotel MCII/IH, Morymux mnosieus 3a coO00i yrpo3sl
oe3zonmacHoctr IIJ[H, a Takke O BBISIBICHHBIX HWMH COOBITHSAX, 3aTparvuBarOIINX
oe3omacHocTh IIJIH, pPyKOBOACTBY TMOApa3IeiCHUS W JUILy, OTBEYAIOIIEMY 3a

HEMEIJIECHHOE pearupoBaHue Ha yrpo3sl Oe3omacHocTu [1/]H.



6 JloszxkHOoCTHBIE 00s13aHHOCTH moJib3oBarteseit UCII/In
JomxHocTHBIE 00s13aHHOCTH Tonb3oBareneit MICII/[n onucaHbl B Clieayrommx

JIOKYMEHTAaXx:

- Unctpykuusa anmunucrpatopa UCI/IH; (ITpunoxenre Nel7)
- Unctpyknus angmunucrpatopa 6ezonacHoctu UCTIIH; (I[Tpunoxenue Nel9)
- Unctpykuus nonszoparens UCI/IH; (ITpunoxenue Nel8)

- UHcTpyKIMs 1osib30BatTens MpU BO3HMKHOBEHHWH BHEINTATHBIX CHUTYAIWil.
(ITpunosxxenue Ne20)
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7 OtrBercTBeHHOCTH COTPYAHUKOB UCII/In Yupexnenus
B cootBercTBUU cO cT. 24 DenepanbHOro 3akoHa Poccuiickoit @enepanuu oT
27 utons 2006 1. Ne 152-®3 «O mnepcoHAIbHBIX JAaHHBIX» JIMIA, BUHOBHBIC B
HapylwieHuu TpeOboBaHU JaHHOTO DenepanbHOro 3aKOHA, HECYT TIPaKIAHCKYIO,
YTOJIOBHYIO, aJMUHUCTPATHUBHYIO, JUCLMIUIMHAPHYI0 W HUHYK HIPEIyCMOTPEHHYIO

3aKOHOJ1aTeNIbCTBOM Poccuiickor denepany OTBETCTBEHHOCTb.

JleiicTBytoiee 3akoHOAATENbCTBO PD mo3BOIsIeT IpeabsIBIATh TpeOOBaHUS 1O
oOecrieyeHuto  Oe3omacHOM  paboThl ¢ 3amuiiaeMod  uHpopmanuedn u
npeaycMaTpUBaeT OTBETCTBEHHOCTh 3a HApyNICHHWE YCTAHOBICHHBIX MPaBHII
skcrutyaraunn OBM u cucteMm, HEpaBOMEPHBIA JOCTYNl K MH(OpPMALIUU, €CIIU 3TU
JCUCTBHSI MPUBEIN K YHHUYTOXCHHIO, OJOKMPOBaHMIO, MOAU(HKau WHPOpMALUU

WM HapymieHuro padotsl DBM unum cereit (ctathu 272,273 u 274 YK POD).

Anvunuctpatop HWCIIJlH u  aamuHuctpatop  0€30MAaCHOCTH  HECYT
OTBETCTBEHHOCTbh 34 BCE JECHCTBHUS, COBEPUICHHBIE OT MMEHU UX YYETHBIX 3alMCEN
WIM CUCTEMHBIX YYETHBIX 3alucei, eclu He JOoKa3aH (PakT HEeCAHKIMOHUPOBAHHOIO

HCIIOJIb30BaHHA YUCTHBIX 3aImuce.

IIpu HapyumieHUAX COTpyAHMKaMHU YupexjeHuss — mnoib3oBareneid MCIIIn
MpaBW, CBA3aHHbIX ¢ Oe3onacHocThio I[IJI[H, OHM HECYT OTBETCTBEHHOCTb,

YCTaHOBJIEHHYIO JEHUCTBYIOIIUM 3aKOHO1aTenbCcTBOM Pocculickon denepanuu.

[IpuBeneHHbie BBIIIE TPEOOBaHUS HOPMATHBHBIX JOKYMEHTOB TIO 3alllUTe
uHGOPMAIIMK JIOJDKHBI  OBITH OTpakeHbl B [lonokeHUSX O TOApa3AesieHUsIX
Yupexnaenusi, ocymecTtBisitomux o0padorky I[Ilu B UCIIJIH ¥ mOMKHOCTHBIX

WHCTPYKIMAX COTPYIHUKOB Y UPEKACHUS.

HeoOxomumo BHectn B [lonmokeHuss o monpa3feneHUs X YUpexIeHHs,
ocymecTistomux oopadorky I/l B MUCIIJIH cBeneHuss 00 OTBETCTBEHHOCTH HX
PYKOBOIUTENEN W COTPYOHUKOB 3a pa3NIallEeHWEe W HECAaHKIMOHHUPOBAHHYIO
Moaupukanuio (uckaxenue, ganbcudpukanno) [1/IH, a Takke 3a HempaBOMEpHOE

BMCIIATCIIbCTBO B ITPOICCCHI UX aBTOMaTH3Hp0BaHHOﬁ O6pa6OTKI/I.



8 Cnucok ucnoJb30BAHHBIX HCTOYHUKOB
OCHOBHBIMH HOPMATUBHO-IIPABOBBIMHW W MCTOAWYCCKUMHU INOKYMCHTAMH, Ha

KOTOpBIX Oazupyetcst HacTosmee [lomoxkenne ABIsIOTCS:

1 ®enepanbubiii 3akon ot 27.07.2006 1. Ne 152-®3 «O mnepcoHaIbHbBIX
naHHbIX» (nanee — @3 «O nepcoHaNbHBIX JAaHHBIX)»), YCTAHABIMBAIOIIUNH OCHOBHBIC
NpUHIUOBL U ycioBuss oOpabotku IIJIH, mpaBa, 0OSI3aHHOCTH M OTBETCTBEHHOCTH

Y4aCTHUKOB OTHOIIEHM, CBA3aHHBIX ¢ 00padoTkoit I1/H.

2 «Ilonoxenne o0 obecriedueHHH OE30MACHOCTH MEPCOHANBHBIX JAHHBIX MpHU
ux o00paborke B WHPOPMAINMOHHBIX CHUCTEMaxX TIEPCOHAIBHBIX JAHHBIX,

yrBepxkaeHHoe [locranoBnenuem [IpaBurensctea PO ot 17.11.2007 1. Ne 781.

3 «llopspok  mpoBeneHHs — Kiaccu(UKALMKM  MHPOPMAIIMOHHBIX  CHCTEM
IIEPCOHAJIBHBIX JAaHHBIX», YTBEPKICHHBIM coBMeCcTHBIM [Ipnkazom ®CTOK Poccun

Ne 55, ®CB Poccuu Ne 86 u Munundopmcessizu PO Ne 20 ot 13.02.2008 .

4 «Ilonoxenne 00 OCOOEHHOCTSIX OOpaOOTKM NEPCOHAJIBHBIX JAHHBIX,
OCYHIECTBIIIEMOIl 0€3 HCMOJIb30BaHMS CPEACTB aBTOMATHU3ALMUY», YTBEPKICHHOE

ITocranoBnenuem IIpaBurensctBa PO ot 15.09.2008 1. Ne 687.

5 «TpeboBanus K MaTepHAILHBIM HOCUTEISIM OMOMETPUUYECKUX MTEPCOHATBHBIX
JAHHBIX W TEXHOJIOTHUSAM XpAaHEHUs TaKUX JAHHBIX BHE MHGOPMAIMOHHBIX CHUCTEM

IIEPCOHABHBIX JTaHHBIX», YTBepKIAcHHbIE [locTanoBnenuem IlpaBurensctBa PO ot

06.07.2008 . Ne 512.

6 HopmatuBHO-MeTomueckre  JOKyMeHThl  DenepanbHOW  Ciy»kObl 1O
TEXHUYECKOMY U 3KCIepTHOMY KoHTpodito Poccuiickoit denepanuu (nanee - @CTIOK

Poccun) no obecneuenuto 6e3onacuoctu [0 npu ux odbpadotke B UCII/H:

7 PexomeHnaaruu 1mo o0ecrneueHno 0€30MacHOCTH MePCOHATBHBIX JaHHBIX MIPU

ux 00paboTke B MH(OPMALMOHHBIX CHCTEMAX NEPCOHAIBHBIX JAHHBIX, YTB. 3aM.

mupextopa ®CTIK Poccun 15.02.08 1. (JACII)



8 OCHOBHBIE MEPONPUATHS MO OPTaHU3AIUN U TEXHUYECKOMY OOECTICUCHUIO
0€30MacHOCTH TEpPCOHANBHBIX JaHHBIX, 00padaTbiBaeMbIX B HHGOPMALMOHHBIX

CUCTEMAX NEPCOHANBHBIX AaHHBIX, YTB. 3aM. aupekropa PCTIOK Pocecun 15.02.08 1.

(ACII)

9 bazoBass Mozenb yrpo3 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX HPU HX
o0paboTke B HH(MOPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX JAHHBIX, YTB. 3aM.

mupexktopa ®CTIK Poccun 15.02.08 1. (JACII)

10 MGTO,III/IKa OIIPCACIICHUS aKTyaJIbHBIX YI'PO3 0e30MacHOCTH MMCPCOHAJIBHBIX
JaHHBIX IIPpH HUX O6pa6OTK€ B I/IH(l)OpMaI_[I/IOHHBIX CUCTCMax ICPCOHAIBHBIX NAaHHBIX,

yTB. 3aM. gupekropa DCTIK Poccun 15.02.08 r. (ACIT)
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IMpusoxenue 1

No [Inan - mepeyeHb TEXHUYECKUX MEPONPHUATHH TI0 oOecnieueHnn Oe3omacHoctr MCIT]] K3 K2 K1
I B noacucreme ynpasieHus: JOCTYIOM:
Peanm3oBars uaeHTH(OHUKAMIO W TPOBEPKY IMOATUHHOCTH CYOBEKTOB JIOCTYIIA TIPH
1 BXxoJi€ B onepaunoHHyto cucteMy UCII/IH no naponto ycioBHO-IOCTOSHHOTO + + +
JCUCTBYSI, JUTMHON HE MEHEe IIeCTH OYKBEHHO-IIM(DPOBBIX CHMBOJIOB;
PeanuzoBarh uaeHTU(UKALNIO TEPMUHATIOB, TEXHUYECKHUX CpeacTB o0pabotku [1/1H,
2 y3n0B UCII/IH, KoMIIbIOTEPOB, KaHAIOB CBs3U, BHEIIHUX ycTpoiicTB UCIT/IH mo ux - + +
JIOTUYECKUM UMEHaM (azipecaM, HOMepam);
3 PeanuzoBare uaeHTH(UKANIO IPOTPAMM, TOMOB, KaTajuoros, (haiijioB, 3anucew, i . .
MOJIeH 3amucer 1o UMEHaM;
4 Peanmn3oBarh KOHTPOJIb TOCTYIA CYOBEKTOB K 3alIUIIaEMbIM pecypcam B n n
COOTBETCTBHUH C MATPHUIIEH JOCTYIIA;
nipu Haymmuuu noaxroueHus MCIIIH k ceTssiM 00111ero moiabp30BaHus JOJKHO He auxe 5-ro He auxe 4-ro He auxe 3-ro
MPUMCHATHCA MCKCETCBOC SKPAHUPOBAHKC. YPOBHA YPOBHA YPOBHS
5
3AIIMIIEHHOCT | 3aIIMIIEHHOCT | 3alUIIEHHOCT
u u u
Jlst o6ecnieuenus 6e3omacHoro MexkcereBoro Baumosercteus B UCITIn mist He nmxe 5-ro | He nmxke 4-ro | He nmxe 3-ro
6 pa3HBIX KJIACCOB HEOOXOIUMO HUCHOIB30BaTh MO YPOBHS YPOBHS YPOBHS
3aIUIIEHHOCT | 3alIMUIEHHOCT | 3alUIEHHOCT
u u u
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II

CpencTBo 3alUThl OT IPOrpaMMHO MaTeMaTHueckux Bozzaenicteuii (IIMB):

Peanu3oBars uneHTHGUKALNIO U ayTeHTU()UKALUIO CYOBEKTOB 1OCTYIIA IIPU BXOJIE B
CPEICTBO 3aILUTHI OT IPOrpaMMHO MaTtemaTtudeckux BosaeicTeuil (IIMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX ONepaluii 110 yIpaBiIeHUIO GYHKLIUAMHI CPEJICTBA
3amuthl oT [IMB o naposto (M ¢ HCHOIB30BaHUEM MHOTO MEXaHU3Ma
ayTeHTH(HKALUN) YCIOBHO-IIOCTOSHHOTO JEHCTBUS AJIMHON HE MEHEE 11EeCTH
OyKBEHHO-LIM(POBBIX CUMBOJIOB;

OcymiecTBIATh KOHTPOJIb JIFOOBIX AEMCTBHI CYyOBEKTOB AOCTYIIA [0 YIPABIECHUIO
byHKIusaME cpeacTsa 3auThl oT [IMB Tonbko mocie mpoBeeHus ero yCeHon
ayTeHTU(UKAIIH;

IIpenycMoTpeTs MexaHU3Mbl OJIOKMPOBAHUS TOCTYIA K cpeacTBaM 3amutel oT [IMB
IIPY BBITIOJTHEHUH YCTaHABJIMBAEMOT'O YUCJIa HEYAAYHbIX MOMBITOK BBOJA MAPOJIs;

Heo0xomumo nmpoBoauTh uaeHTU(UKALNIO PailyioB, KaTaJoros, MPOrpaMMHBIX
MOJYJIEH, BHEIIHUX YCTPOMCTB, HCIIOJIB3YEMBIX CPeACTB 3amuThl oT [IMB;

III

B noxacucreme perucrpauuu U yyera:

OcymiecTBIATh PETUCTPALIMIO BXOa (BbIX0Ja) CyObEeKTa TOCTyIa B CUCTEMY (U3
CHCTEMBI), TMOO PETUCTPALHIO 3arpy3Ki U MHUIIUAIN3AIUH ONIEpallMOHHON CUCTEMBI
U ee MPOorpaMMHOI0 OcTaHOBa. PerucTparnius BbIXoJa U3 CUCTEMBI UM OCTaHOBA HE
IIPOBOJIUTCSL B MOMEHTHI annaparypHoro otkitoueHus MCIIJIH. B napamerpax
perucTpalyy yKasbIBaloOTCs Jata U BpeMs BXoja (BbIX0a) CyObeKTa JOCTYIA B
cUCTEMY (U3 CUCTEMBI) UJIU 3arpy3KHu (OCTaHOBA) CUCTEMBI;

[TpoBOaMTE y4eT BcexX 3alluIaeMbIX HOCHTENIEH HH(OPMAIH ¢ TIOMOIIBIO UX JIF000H
MapKHUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHaJ (YUETHYIO KapTOUKY);
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[TpoBOAMTE perucTpannio BXona/Beixona CyObeKTOB TOCTYIA B CPEACTBO 3aLIUTHI OT
IIMB, peructparnuio 3arpy3ku 1 HHALHAJIN3aLUU 3TOTO CPE/ICTBA U €€
IIPOrpaMMHOTO OCTaHOBA. B mapameTpax perucrpanuu ykasbIlBaeTCsl BpeMs U Jara
BXO0J1a/BbIX0/1a CyOBEKTa AOCTYMA B CPeJCTBO 3auThl oT [IMB nm
3arpy3KH/0CTaHOBA ATOTO CPEJCTBA, a TAKXKE WACHTU(PHUKATOP CYOBEKTa JOCTYIIA,
MHHUIMMPOBABILETO JaHHbIE IeHCTBUS;

[TpoBoaMTH perucTpannio coObITHI poBepku U oOHapyxenus [IMB. B nmapameTpax
perucTpalyy yKasbIBaloOTCS BpeMsl U JaTta poBepku win ooHapyxenus [IMB,
UACHTUPHUKATOP CYOBEKTa JOCTYIA, MHUIIMUPOBABIIETO JaHHBIC ICHCTBHS, XapaKTep
BBITIOJIHSEMBIX JICHCTBUH 110 MPOBEPKE, THI OOHAPYKEHHOW BPEIOHOCHOM
nporpammel (BII), pe3ynbrar AeiicTBHii cpencTBa 3auThl o OokupoBanuio [IMB;

[TpoBoauTE perucTpaiyio COOBITHIA IO BHEPEHUIO B CpeACTBO 3amuThl oT [IMB
MaKeToB OOHOBIIEHUH. B mapameTpax peructpaiyy yka3blBaloTCs BpeMs U Jara
OOHOBJIEHUS, UIEHTU(DUKATOP CYOBEKTa 1OCTYIa, MHUIIMUPOBABILIETO JaHHOE
JIeiCTBUE BEpCHsl U KOHTPOJIbHAsI CyMMa ITaKeTa OOHOBJICHUS;

[TpoBOaMTE perucTpannio COOBITHI 3aImycKa/3aBepIIeHus: padoThl MOYJICH CpeacTBa
3amuTel oT [IMB. B mapamerpax perucrpanuu yka3slBaroTCsl BpeMs U J1aTa
3aIrycKa/3aBepIueHus paboThl, HACHTUPUKATOP MOAYIS, HACHTU(PHUKATOP CYOBEKTa
JOCTYIIa, HHUIIMMPOBABIIETO TAHHOE JACHCTBHE, PE3YNIbTAT 3aITyCKa/3aBepIICHUS
paboThr;

JIOJKHA ITPOBOJUTHCS PErMCTpaLys COOBITHH yrpaBieHUs! CyObEKTOM JA0CTyIa
¢bynkuusamu cpenctsa 3ammtel oT [IMB. B mapamerpax peructpaniu yKa3blBatOTCs
BpeMs U J1aTa cOOBITUS YIIPABICHUS KaX 10 (pyHKLMEH, HAEHTU(DUKATOP U
cneunpukanys GyHKIUU, HISHTU(HUKATOP CyOBEKTa TOCTYIA, HHULUUPOBABILIETO
JTAHHOE JICUCTBUE, PE3Yy/IbTaT CUCTBUS,
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[TpoBOAMTE perucTpannio COOBITHI MOMBITOK AOCTYIA MPOTPAMMHBIX CPEICTB K
MOIyJIsIM cpezncTBa 3amuTsl oT [IMB nnu crienmansHbIM J1oBykam. B nmapamerpax
perucTpalyy yKasbIBalOTCS BpEMsI U JjaTa MOMNBITKU JOCTYyIA, UACHTU(PUKATOP
MOJYJIs, MACHTU(UKATOP U crieu(UKanus Moy cpeacTBa 3amuTsl oT [IMB
(crienManbHOM JOBYILKH), PE3Y/IbTAaT MONBITKU JOCTYIIA;

[TpoBoauTh perucTpalnio COOBITHI OTKaTa A cpeAcTBa 3anuThl oT [IMB. B
napaMeTpax perucTpaiyy YKa3bIBAIOTCS BPeMsl U JaTa COOBITHS OTKaTa,
cnenudukanus ASHCTBUN OTKaTa, HISHTU(DHKATOP CyObeKTa J0CTyIa,
WHULIMUPOBABIIETO JAHHOE JIEUCTBUE, PE3YJIbTAT ICUCTBUS;

10

ObecneunTs 3alUTy AAHHBIX PETUCTPALMU OT UX YHUUTOXKEHUS WM MOIU(PUKATUN
HapyIIHUTEIeM;

11

Peanu3oBars MeXaHM3MbI COXPAHEHMS JAHHBIX PETUCTPALUU B CIIy4ae COKpAIlCHUs
OTBEJICHHBIX I10J] HUX PECYPCOB;

12

Peanm3oBarh MeXaHM3MBI IPOCMOTpPA U aHATIU3a IAHHBIX PETUCTPAIMH U HX
(buIbTpaIyH 1Mo 3aJJaHHOMY HA0Opy TapaMeTpoB;

13

[TpoBOAMTH aBTOMAaTHYECKUI HETIPEPHIBHBII MOHUTOPHHT COOBITHH, KOTOPBIE MOTYT
ABIATHbCA NpUYMHOM peanuzanun [IMB (co3nanue, perakTupoBaHue, 3auch,
KOMITUJISILIUSL OOBEKTOB, KOTOPBIE MOTYT cojiepkaTh BII).

14

PeanuzoBars MEXaHN3M aBTOMaTHYECKOTO aHAJIM3a JaHHBIX PETUCTPALUU I10
1rabyioHaM THIOBBIX MposiBieHuil [IMB ¢ aBroMaTnyeckiuM ux OJIOKMPOBAHUEM U
YBEJIOMJIEHHEM aIMUHHCTpaTOpa 0€30MacHOCTH;

15

ITpoBOAUTE HECKOJIBKO BUAOB yueTa (AyOnupyIOIIMX) ¢ perucTpanueil Bbaaun
(npuema) HocuTenel nHpoOpMaIY;

16

OcCyIIecTBIATh PETUCTPAIMIO BXOa (BbIX0/Ia) CYOBEKTOB JOCTYIA B CUCTEMY (U3
CUCTEMBI), TUOO PETUCTPAIUA 3aTPy3KH U HHUITHAITM3AIIUN OTIEPAIIMOHHON CUCTEMBI.
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17

OcCymiecTBIATh PETUCTPALIMIO BbIJAUU MEYaTHBIX (TpauuecKuX) JOKYMEHTOB Ha
«TBEpAYIO» KONMio. B mapameTpax peructpainuu ykas3blBatoTcs (1ata U Bpemst
BbI1auM (0OpallleHus K MOJICUCTEME BbIBOJIA), ClIeU(UKALUs yCTPOMCTBA BbIAAYM —
JIOrMyecKoe UMst (HoMep) BHELTHETO YCTPOICTBA, KPAaTKOE ColepKaHue
(HanmeHoBaHue, BUJ, KD, KOI) M YPOBEHb KOH(DUICHIIMATBHOCTH JOKYMEHTA,
UAECHTUPHUKATOP CYObEKTa JOCTYIA, 3alIPOCUBIIETO TOKYMEHT;

18

OcylecTBIATh PErUCTPALIMIO 3aITyCKa (3aBEPILICHUS ) TPOTpaMM U IIPOLIECCOB
(3amanuii, 3a7a4), IpeIHa3HAYCHHBIX ISl 00paboTKH 3aIuinaeMbIx ¢aiinos. B
napaMeTpax perucTpaiyy YKa3bIBAIOTCS J1aTa U BpeMs 3aITyCcKa, UMs
(upenTHdUKATOP) IpOrpaMMbl (TIpoliecca, 3aAaHus ), HISHTU(PUKATOP CyObeKTa
J0CTYTIa, 3alPOCHBIIIETO IporpamMmy (TIpoIece, 3aaHne), pe3ybTaT 3amycKa
(ycrenmHbIi, HEYCIIEITHBIN — HECAHKITMOHUPOBAHHBIN ),

19

OcCylecTBIATh PETUCTPALMIO MONBITOK AOCTYIIA IPOrPaMMHBIX CPEJICTB (Iporpamm,
MIPOLIECCOB, 33/1a4, 3aJJaHuil) K 3aluiaemMbiM ¢aitinam. B mapamerpax perucrpanuu
yKa3bIBAIOTCS J1aTa U BpeMs MOMBITKU JIOCTYIA K 3aliiaeMomy ¢ailiy ¢ ykazaHuem
ee pesynbTara (yCHemHas, HeyCIenHas — HeCaHKIIMOHUPOBAaHHAs ), UIEHTU(UKATOD
CyOBeKTa JJOCTyIa, crieu(HUKaIns 3aumiaeMoro haina;

20

OCyIIeCTBIIATh PETUCTPALHIO IMTOMBITOK JOCTYIIa MPOTPAMMHBIX CPEJICTB K
CJIEIYIOIIUM JOMOTHUTENBHBIM 3aIIUIIaeMbIM 00BEKTaM JIOCTYIA: TEPMUHAIAM,
KommbioTepam, y3iam cetu MCII/x, muausim (kaHanam) CBSI3U, BHEITHUM
yCTpOICTBaM KOMITBIOTEPOB, IIPOrpaMMaM, TOMaMm, Karajoram, Qaiinam, 3anucsm,
oJIsIM 3amuceil. B mapameTpax peructpanuu yKa3plBalOTCS JaTa U BPeMsl IOTBITKH
JOCTYMA K 3aIIHUIAeMOMY OOBEKTY C yKa3aHUEM ee pe3yabTaTa (yCrelHas,
HEYCIeNTHAsI — HCCAaHKIIMOHUPOBAHHAS ), HICHTU(UKATOP CYOBEKTa JOCTYIIA,
crielu( UK 3aHUIAEMOTo 00BEKTa — JIOTHYecKoe uMs (HoMep);

21

[TpoBoAUTE yUeT BCEX 3alUIaeMbIX HOCUTENEH HHPOPMAIIMK C TIOMOIIBIO HX
MapKUPOBKH U C 3aHECEHUEM YUYETHBIX JJAHHBIX B JKYpHaJ (YUETHYIO KapTOUKYy);
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22

OcymiecTBIATh OUUCTKY (0OHYICHHE, 00e3TNINBAHIE) OCBOOOKIACMBIX 00JIaCTeH
OTIepaTUBHOM MaMsITH KOMITbIOTEPOB M BHEITHUX HaKomurtenei. O4yucTka
OCYIIECTBIISIETCS OTHOKPATHOH MPOU3BOIILHON 3aITHCHI0 B OCBOOOXKIAEMYIO 00JIaCTh
MaMsITH, paHee UCTIOIB30BaHHYIO JJIsl XPAHEHUS 3allUIIaeMbIX TaHHBIX ((aiiioB,
UHPOPMAITUH);

v

B noacucreMe o0ecIieueHUs EIOCTHOCTH:

OObecneunThb HEIOCTHOCTh MPOrPAaMMHBIX CpeACTB 3auuThl B coctaBe C3I1/IH, a
TaKXe HEM3MEHHOCTb ITPOrpaMMHOM cpefibl. [Ipy 7TOM LETOCTHOCTH CPEICTB
3aIUThI TPOBEPSETCS MPH 3arpy3Ke CUCTEMBbI IO HAIMYMIO UMEH (MAEHTU(PHUKATOPOB)
komrioHeHT C3I1/IH, 1e10cTHOCTh MporpaMMHON Cpe/ibl oOecrednBaeTcs
orcyrctBueM B UCII/IH cpeacTB pa3paboTKH U OTIAIKH POrpPamMM;

OcymectBnath pusnueckyro oxpany UCII/In (ycTpoiicTB u HocuTenei
uHpOpMaLUH), IpeaycMaTpUBaroLias KOHTpob Aoctyna B nomeuieHus UCITx
MIOCTOPOHHUX JIUI], HAJTMYKE HAIEKHBIX IPENATCTBUN JJI1 HECAaHKIIMOHUPOBAHHOTO
npoHukHoBeHUs B noMentenus MCIIJIH u xpanunuiie Hocuteneit nHGopMaimu;

[TpoBoauTth nepuoauueckoe TectupoBanue ¢pynkuuit C3I1/1H npu nsmeHeHun
nporpamMmHo# cpezpl u nepconana MCIIH ¢ momMoIibio TeCT-porpaMmm,
umuTHpyromux nonsitku HCJL;

JIOJDKHBI OBITh B HAJTM4UU cpeficTBa BocctaHoBieHus C3I1/1H, npenycmarpuBatoriye
BEJICHUE JIBYX KOMUN MPOTPaMMHBIX CPEJICTB 3alUThl HH(pOpMAIK, UX
MePUOINIECKOE OOHOBJICHUE M KOHTPOJIb PaO0OTOCTIOCOOHOCTH;

[IpoBOaUTE ITPOBEPKY LIETOCTHOCTH MOAYJIEH cpencTBa 3amuTsl oT IIMB,
HEOOXOIMUMBIX JUIS €r0 KOPPEKTHOTO (PYHKIIMOHUPOBAHHUS, TIPU €TO 3arPy3Ke C
UCIIOJIb30BaHUEM KOHTPOJIBHBIX CYMM;

ObecneuynTh BO3MOXHOCTh BOCCTAHOBIJICHUS cpecTBa 3amuThl oT [IMB,
IIpelyCMaTpUBAIOILasl BEACHUE JBYX KOIUHI MPOrpaMMHOIO CPEICTB 3aIlUTHI, €r0
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MEePUOINYECKOE OOHOBJICHUE M KOHTPOJIb PaOOTOCTIOCOOHOCTH;

PeanuzoBarh MexaHU3MbI POBEPKH 1IEJIOCTHOCTHU MAKETOB OOHOBIIEHUH CpEICTBa

7
3amuThl 0T [IMB ¢ ucnonb3oBaHNEM KOHTPOJIBHBIX CYMM;
3 ITpoBoauTh pe3epBHOe KorupoBanue [1/[H Ha oTuyxaemble HOCUTENU UH(OPMAIIUH;
AV B noxacucreme aHTUBUPYCHOM 3aIlIATHI:
[IpoBoauTe aBTOMaTHYECKYIO ITPOBEpKY Ha Hanmuue BII wim nocnencreuii [IMB nipu
1 ummopte B MCII/Ix Bcex mporpaMMHBIX MOJyJIeH (MPUKIIAIHBIX POTPAMM), KOTOPHIE
MoryT coaepskaTh BII, Mo UX TUIIOBBIM I1AGJOHAM U C IIOMOIIBIO 3BPUCTUYECKOTO
aHanIu3a;
) Peann3zoBaTth MexaHW3Mbl aBTOMaTH4ECKOro OJOKUPOBaHMsI 0OHapykeHHbIX BIT
IIyTEM UX yIAJICHUS U3 IPOTPAMMHBIX MOIYJIEH U1K YHUYTOKEHHUS,
3 Perynsipro BeITIONHATH (TIpU TiepBOM 3ammycke cpeacTs 3anuThl [1/]n ot [IMB u ¢
yCTaHaBJIMBAEMOM MEPHUOANYHOCTHIO) TPOBEPKaA Ha MpeaMeT Hanuyus B Hux BIT;
4 JlomxkHa nHUIIMMpPOBaTbes aBroMaTnueckas rnposepka MCII/Ix Ha npenMer Hannuus
BII ipu Beisinenun daxra [IMB;
Peann3oBars MexaHu3M OTKaTa Il yCTAHABIMBAEMOTO YHCIIA ONEPALUN yIaIeHUS
5 BII u3 oneparuBHOM MM TOCTOSTHHOM MaMSTH, U3 MPOrPaMMHBIX MOAYJECH 1
MIPUKJIAAHBIX IIPOrPAMM WIH IIPOTPAMMHBIX CPEICTB, coaepkamux BII.
6 JononautensHo B UCII/IH n0mKeH MpOBOANTECA HENIPEPBIBHBIM aBTOMaTHYECKUI
MOHHUTOPHHT UH()OPMAIIMOHHOTO OOMEHA C BHEIIIHEH CeThIO C LeNbio BhlsiBieHus BII.
VI Kontpons orcyrereus H/IB B I10 C3U1
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JIi1st mporpaMMHOTO 00eCTIeYeHus], UCTIOIB3YEMOT0 TPH 3aIUTe HHPOPMALIUH B
NCIIH (cpeacts 3amunThl uHGopmaruu — C3U, B ToM 4nciie U BCTPOCHHBIX B
o0IIecrucTeMHOE U MPUKIIAJHOE TporpammHoe obecriedenne — [10), momkeH ObITh
o0ecreyeH COOTBETCTBYIOIIMN YPOBEHb KOHTPOJIs 0TcyTcTBUs B HeM HJIB (He
JEKIapUPOBAHHBIX BO3MOXKHOCTEN).

VII

Ob6unapyxenue Bropxkenuii B UCIT/In

OOHapyxeHHe BTOPKEHUI JOJKHO 00ecTieunBaThCs MyTeM HCIIOIb30BAHUS B
coctase MCIIJIH mporpaMMHBIX WJIM TPOrPaMMHO-AIIAPATHRIX CPEACTB (CUCTEM)
obHapyxenus Brop:xkenuit (COB).

Heo6xonnumo 00s13aTenbHOE HCTIONB30BAaHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTak,
UCIOJIb3YIOIINE CUTHATYPHBIE METO/IbI aHAJIN3A

Heobxonumo 00s13aTeIbHOE HCIIOIB30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTak,
HCTIOJIb3YIOIINE CUTHATYpHBIE METO/Ibl aHAJIN3a U METO/IbI BBISIBIICHHS aHOMAIUN

VIII

3ammra UCIIdn ot [IDSMUH

Jlist 06paboTku nHpopmaruu Heobxonumo ucrnosibzoBarb CBT, ynosneTBopsirorie
TpeboBaHUsAM cTaHnapToB Poccuiickoit Depeparuu mo MeKTpOMarHUuTHOM
COBMECTUMOCTH, TI0 0€30MMaCHOCTH U YPTOHOMUYECKUM TPEOOBAHUSIM K CPEICTBAM
oTtoOpaskeHus: HPOPMAIIUH, IO CAHUTAPHBIM HOPMaM, MPEIbSIBISIEMBIM K
BuaeouciieiiHeiM Tepmunaiam [I19BM (amampumep, 'OCT 29216 91, TOCT P
50948-2001, TOCT P 50949-2001, I'OCT P 50923 96, CaulluH 2.2.2.542 96).

IX

Onenka coorBerctBust CIT/IH TpeboBanmsm 6e3onacHoctr [11H

[IpoBecTu 0b6s3aTeNbHYIO CepTU(DUKAINIO (ATTECTAIMIO) IO TPEOOBAHUAM
6e3onacHOCTH HH(POPMALIUY;




JlexapupoBaTh COOTBETCTBUE HITH 0053aTENFHYIO CEPTUPHUKAINIO (ATTECTAIINIO) TI0

_|._ - -
TpeboBaHUsAM Oe30macHOCTH HH(OpMaIUK (TI0 PEeLICHHUIO ONepaTopa);

[Ipumeuanue: s UCIIAH 4 kmacca nepedeHb Meponpusatuid no 3amure [[J[H onpenensercs B 3aBUCMMOCTH OT yiuepOa

KOTOpBIﬁ MOJKET OBITH HAHECEH B CJICACTBMH HCCAHKIMOHHUPOBAHHOI'O MK HEMPCIHAMCPCHHOI'O AOCTYIIA K HI[H




